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CANNOCK CHASE COUNCIL 
 

AUDIT & GOVERNANCE COMMITTEE 
 

27th JUNE 2011 
 

REPORT OF THE CHIEF EXECUTIVE 
 

STRATEGIC RISK REGISTER 
 

 
 
1. Purpose of Report 
 
1.1 To provide an update on the strategic risks facing the Council in delivering its objectives. 
 
 

2. Recommendations 
 

2.1 That the Strategic Risk Register be noted. 
 

 
 
3. Key Issues 
 
3.1 The Leadership Team has has undertaken an assessment of the strategic risks that the Council 

faces in delivering its objectives.  These are summarised in Appendix 1 attached.  
Full details of the potential risks, consequences and actions are given in Appendix 2. 
 

3.2 The number of strategic risks remains at 11, no risks have been deleted and no new risks 
added. All existing risk scores have been reviewed and remain as they were when last reported 
to the Audit & Governance Committee. 

 
3.3 The risks have been scored in two ways: 
 

(i) current assessment with existing controls in place (ie residual risk score); and 
(ii) the acceptable/desired level of risk (ie target risk score). 

 
3.4 Taking the residual risk scores, these risks can be analysed as follows:   
 

No of risks Risk Colour Risk Priority 

1 Red High 

9 Orange Medium 

1 Green Low 

 
3.5 Actions have been planned to: 

(i) reduce the 1 high (red) risk to a low risk (green); and 
(ii) reduce 3 of the medium (orange) risks to low risk (green).  

The remaining 6 medium (orange) risks and 1 low (green) are at target score although some 
actions may remain on the register to contain those risks.  
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3.6 It is accepted that by their very nature some risks will always be present and it may not be 
possible to reduce them.  They will however continue to be monitored for any changes in the risk 
score. 

 
3.7 Progress in addressing the 11 risks is summarised in the strategic risk register attached at 

Appendix 2.  Those actions that have been completed are shaded grey and will be removed 
when the risk register is next reported to the Audit & Governance Committee. 

 
3.8 Each risk has been assigned an owner and this person is responsible for monitoring the delivery 

of the planned actions and reporting on any problems.  In addition to the monitoring by the 
designated risk owners, the Leadership Team monitor and review the strategic risk register 
regularly.   

 
3.9 A major review of the Strategic Risk Register was carried out in June 2010 to ensure that it 

accurately reflected the severe financial situation facing the Council.  This Risk Register evolved 
further throughout the year as the financial situation for the Council became clearer.  Now that 
the majority of these risks have been managed to target score and/or dealt with as part of the 
budget setting process for 2011-12 onwards, it is timely for a further review of the strategic risks 
facing the Council over the coming year.  Work is underway on the review and the revised risk 
register will be presented to the next meeting of the Committee. 

 
3.10 In addition there has been a review of the risk management methodology including the format of 

the risk registers and the scoring mechanism; the aim being to simplify the process and ensure 
that it remains in line with current best practice.   

 
 
4. Background to Risk Management 
 
4.1 The Accounts & Audit Regulations 2011 state that- 
 

“The relevant body is responsible for ensuring that the financial management of the body is 
adequate and effective and that the body has a sound system of internal control which facilitates 
the effective exercise of that body’s functions and which includes arrangements for the 
management of risk.” 
 

4.2 Risk Management is defined as: 
 

“Risk is the chance or possibility of loss, damage, injury or failure to achieve objectives caused 
by an unwanted or uncertain action or event.  Risk management implies adopting a planned and 
systematic approach to the identification, evaluation and economic control of those risks which 
can threaten the assets or financial and organisational well-being of the Council.” 
 

4.3 Risk management is not about being ‘risk averse’ – it is about being ‘risk aware’.  Risk is ever 
present and some amount of risk-taking is inevitable if the Council is to achieve its objectives.  
Risk management is about making the most of opportunities and about achieving objectives 
once those decisions are made. By being ‘risk aware’ the Council is in a better position to avoid 
threats and take advantage of opportunities.  
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4.4 In order to address the Council’s requirement to have adequate arrangements in place to 
manage risk, a risk management policy and strategy was introduced in January 2005.  Both the 
policy and strategy are currently being reviewed.  The Policy states that: 

 
“Cannock Chase District Council recognises that it has a responsibility to manage risks 
effectively in order to control its assets and liabilities, protect its employees and community 
against potential losses, minimise uncertainty in achieving its goals and objectives and maximise 
the opportunities to achieve its vision. 
 

The Council is aware that some risks can never be eliminated fully and it has in place a strategy 
that provides a structured, systematic and focused approach to managing risk. 
 

Risk management is an integral part of the Council’s corporate governance arrangements and 
has been built into the management processes as part of the Authority’s overall framework to 
deliver continuous improvement. 

 
 
5. Legal Implications 

 
5.1 The aim of risk management is to identify, evaluate and control those risks which can expose 

the Council to potential liability.   
 
5.2 The Council is accountable for its actions and the resources expended in the provision of 

services. Inevitably, there are risks associated with the undertaking of such action and the use of 
resources, It is therefore, appropriate and prudent that the risks that exist in the organisation are 
identified and managed effectively so as to limit (if not eliminate) those risks that expose the 
Council to challenge and undermine the delivery, discharge and performance of the Council’s 
duties and obligations. 

 
5.3 The failure to manage risks effectively could expose the Council to legal challenge through 

litigation whether that be through civil actions or criminal prosecutions, should appropriate and 
necessary steps not be undertaken. 

 
 
6. Financial Implications           
 
6.1 There are no direct financial implications arising from this report. 
 
6.2 It is anticipated that the cost of implementing the actions outlined in the strategic risk register can 

be accommodated within existing budgets.  If any additional funding is required this will be the 
subject of a separate report. 

 
6.3 The management of risks in respect to claims and litigation and reviewing how risks are 

controlled could result in reduced financial costs to the Council.   Good risk management 
contributes to the efficient use of resources. 

 
6.4 A risk analysis is undertaken as part of the annual budget making process and determines the 

level of working balances to be maintained by the council. 
 
 
7. List of Background Papers 
 
 None 
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8. Annexes to the Report 
 
 Appendix 1 – Summary of Strategic Risks 
 Appendix 2 – Strategic Risk Register – Detailed 
   

9. Report Author Details 
 

 June Hall, Risk & Resilience Manager, Extension 4546 



Appendix 1

A10 HIGH LOW Corporate Director

A6 MEDIUM LOW Corporate Director

A3 MEDIUM LOW Chief Executive

A9 MEDIUM MEDIUM Chief Executive

A8 MEDIUM MEDIUM Chief Executive

A1 MEDIUM MEDIUM Chief Executive

A2 MEDIUM MEDIUM Chief Executive

A11 MEDIUM MEDIUM Chief Executive

A13 MEDIUM LOW
Chief Executive & 

Corp Director

Failure to formulate a 

sustainable strategy for the 

future of the Council's housing 

stock

Residual 

Risk Score

SUMMARY OF STRATEGIC RISKS

Risk OwnerRisk No

Potential Risks                                                                               

(ie Threat to achievement of 

business objectives)

Target Score

Capacity issues - significant 

degree of reliance on key 

personnel; and insufficient 

human resources to deliver 

council services through 

capacity, sickness, vacancies

The Council's assets are not 

aligned to service and financial 

priorities

Client partnerships are not 

managed adequately

Reduction in performance; 

inadequate early 

warning/monitoring systems to 

identify shortfalls in 

performance

Budget process is inadequate 

and fails to deliver appropriate 

savings

Failure to ensure Value for 

Money in the delivery of Council 

services

Inabillity of the Council to 

operate in full or in part in the 

event of an unforeseen 

disaster/emergency

Inadequate financial resources 

to deliver the council's vision 

and objectives 

Page 1 of 2



Residual 

Risk Score
Risk OwnerRisk No

Potential Risks                                                                               

(ie Threat to achievement of 

business objectives)

Target Score

A12 MEDIUM MEDIUM
Chief Executive & 

Corp Director

A7 LOW LOW Chief Executive

Transfer of services to private 

sector, voluntary sector or the 

community is not carried out in 

accordance with legal 

requirements/best practice

Budget Assumptions do not 

deliver required savings (e.g. 

Leisure Outsourcing)

Page 2 of 2



Strategic Risk Register @ March 2011 Appendix 2

1

2

3

4

5

6

7

8

9

10

A B C D E F G H I

Risk No

RISK & CONSEQUENCES                                                                               
Threat to achievement of business objectives 

and the consequences of this happening, 

scope of the problem

Risk Control Measures in Place
Residual Risk 

Score
Actions Planned Timescale Risk Owner Target Score Progress/Comments

Inadequate financial resources to deliver 

the council's vision and objectives Chief 

Executive
TARGET SCORE ACHIEVED

Inadequate Rate Support Grant VFM Methodology

Vision & objectives not met Financial Plan/Budget

Policy options adopted fail to achieve 

anticipated savings
Project plans

Poor PR LSP Governance Framework

Partnership working is undermined  

(Leading to LAA resources not being 

successfully diverted to Cannock Chase, 

Loss of momentum to deliver & 

Inefficiences and duplication in service 

delivery)

Business Plans

Town Centre Regeneration significantly 

delayed (Leading to Criticism from the 

public, Member dissatisfaction, Impact on 

economic prosperity of district etc)

Delivering Change

Corporate Plan

Shared Services

MEDIUM MEDIUMA1

1 of 12
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1

A B C D E F G H I

Risk No

RISK & CONSEQUENCES                                                                               
Threat to achievement of business objectives 

and the consequences of this happening, 

scope of the problem

Risk Control Measures in Place
Residual Risk 

Score
Actions Planned Timescale Risk Owner Target Score Progress/Comments

11

12

13

14

15

16

17

18

19

20

21

22

23

Budget process is inadequate and fails 

to deliver appropriate savings 
  

Chief 

Executive
TARGET SCORE ACHIEVED

Budget decisions are taken without 

considering all the options and 

consequences
DMT

Politically difficult decisions are not made
Legal,financial and HR implications 

considered for all Council decisions

Failure to meet statutory obligations & 

deadlines
Statutory Officers

Judicial review Focus Groups / Citizens Panels

Appeals State of Cannock Chase Report

Reputation
Redundancy Policy                                        

HR Support & Guidance

Corporate Governance arrangements are 

compromised / undermined
Budget Process

Insufficient engagement with the 

Community about which services are to be 

cut or retained (Leading to not addressing 

customer needs, corporate priorities not 

addressing needs of the community, 

failure to identify and meet needs of 

minority group, miss-match between 

Council headline objectives and basic 

customer aspirations for service provision)

Consideration of VFM within budget 

process

Failure to manage redundancies and 

TUPE transfers appropriately (Leading to 

low staff morale, poor relations with the 

Union, trubunals, sickness 

absence/stress)

Contingency planning for failure to 

outsource Leisure Services

Failure to gain political buy-in to the budget 

process (Leading to a lack of clear 

direction)

Consultation with the Public

Budget cuts are not implemented 

effectively / poorly managed (Leading to 

savings not achieved in full or part, service 

delivery affected, complaints & damage to 

reputation)

Complaints to Ombudsman

MEDIUMMEDIUMA2

2 of 12
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1

A B C D E F G H I

Risk No

RISK & CONSEQUENCES                                                                               
Threat to achievement of business objectives 

and the consequences of this happening, 

scope of the problem

Risk Control Measures in Place
Residual Risk 

Score
Actions Planned Timescale Risk Owner Target Score Progress/Comments

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

Failure to demonstrate Value for Money 

in the delivery of Council services
Chief 

Executive

Complaints VFM Methodology/Toolkit VFM Strategy Mar-11
Head of 

Governance

A VFM Strategy was drafted and agreed by DMT some 

time ago but it now needs to be revised to reflect 

changes in circumstance.  This will now be completed 

in 2011-12

 Poor PR
Financial Regulations,                                              

Contract Procedure Rules

Market Testing services to demonstrate 

Value for Money
Ongoing

All members of 

DMT

Timescales will be in accordance with individual 

programmes of work. Market testing has been 

completed on the Housing Responsive Repairs and 

Voids Maintenance service are Lesiure Services are 

current;y being subjected to market testing via a 

competitive tendering exercise.

Increased Fees & Charges
VFM work linked into the budget 

process
Procurement Strategy Mar-11

Head of 

Governance

The Strategy has been drafted but needs to be 

amended to reflect a change in direction.  This will be 

done in consultation with Stafford BC as part of the 

shared procurement service with a view to establishing 

a joint strategy.  This is to be completed by October 

2011.

The Council's assets are not aligned to 

service and financial priorities M
Corporate 

Director

Financial Loss Property Management Service Asset Management Strategy Dec-10
Corporate 

Director

Failure to deliver services Business Planning Review of assets as part of budget process
Aug 10 - 

Mar 11

Corporate 

Director

Transfer of services to private sector, 

voluntary sector or the community is not 

carried out in accordance with legal 

requirements/best practice 

Chief 

Executive
TARGET SCORE ACHIEVED

Legal challenges/action Procurement advice
  

   

Costs Legal advice     

Failure to achieve savings Financial advice

Delays to transfer HR advice

Poor PR & criticism Project Teams

Impact on service delivery External Support

Capacity issues - significant degree of 

reliance on key personnel; and 

insufficient human resources to deliver 

council services through capacity, 

sickness, vacancies

   
Chief 

Executive 
TARGET SCORE ACHIEVED

A review of all operational and investment assets has 

taken place as part of the budget setting process. The 

asset management strategy and plan has been 

refreshed and is due to be submitted to Cabinet in June 

2011 for consideration.  Subject to approval it would 

then be considered by Council.

LOW

MEDIUM

LOW LOW

MEDIUM

A7

MEDIUM

A6

A3 LOW

A8

MEDIUM

3 of 12
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1

A B C D E F G H I

Risk No

RISK & CONSEQUENCES                                                                               
Threat to achievement of business objectives 

and the consequences of this happening, 

scope of the problem

Risk Control Measures in Place
Residual Risk 

Score
Actions Planned Timescale Risk Owner Target Score Progress/Comments

39

40

41

42

43

44

45

46

47

Stress Business Plans and PDP's  Exploring shared services with Stafford BC Jan-10 Chief Executive

A signifcant number of the Council's back office 

services are now being shared with Stafford BC .The 

SLAs for the first 2 shared services (ICT and Building 

Control) went live on 1 January 2011 and the SLAS for 

Legal, HR, Finance, Revenues & Benefits and Audit, 

Risk & Resilience and Procurement went live on 1 April 

2011.

Sickness levels 
Stress policy, Stress Audit and Stress 

Awareness Training

Managers to prioritise workloads for 

employees
Mar-11 Chief Executive

Managers have reviewed priorities as part of the 

Delivering Change process.  Also, priorities for 2011-12 

are detailed in the 4 PDPs ie People, Place, Prosperity 

and Transformation.  

Non-achievement of objectives
Personal Development Review 

Process

Loss of staff to neighbouring authorities Attendance Management Policy

Service delivery Outsourcing

Staff Morale
Methodology for Critical Vacancy 

monitoring
 

Bad PR
Resources matched to work in Budget 

Process
    

Market Factors eg skill shortages  

Prosecutions as a result of shortcomings 

in Health & Safety procedures
  

4 of 12
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1

A B C D E F G H I

Risk No

RISK & CONSEQUENCES                                                                               
Threat to achievement of business objectives 

and the consequences of this happening, 

scope of the problem

Risk Control Measures in Place
Residual Risk 

Score
Actions Planned Timescale Risk Owner Target Score Progress/Comments

48

49

50

51

52

53

54

55

Reduction in performance; inadequate 

early warning/monitoring systems to 

identify shortfalls in performance    
Chief 

Executive
TARGET SCORE ACHIEVED

Vision & objectives not met Performance Management Strategy 
Review of Performance Indicators and 

Targets
Mar-11

Head of Policy, 

Performance & 

Partnerships

Poor PR Scrutiny Committee
Development & monitoring of local/service 

Performance Indicators
Apr-11

Head of Policy, 

Performance & 

Partnerships

 DMT Performance Monitoring

Failure to formulate a sustainable 

strategy for the future of the Council's 

housing stock

Corporate 

Director

Inability to maintain the Council's housing 

stock to the Decent Home Standard

"Prospectus" on the proposed reforms 

issued March 2010 by previous 

Government.

Options appraisal following clarification of 

the new Government's proposal regarding 

the "prospectus" 

Jul-11

Head of 

Housing 

Services

The government have issued an indicative HRA Reform 

settlement which would necessitate the Council paying 

£62.2M to the government. The Councill will however 

retain all of its future rent income.  The new system will 

become operational from 1 April 2012 and the 

implications will be subject to a cabinet report once 

evaluated.

Tenants dissatisfaction

Deterioration in housing stock conditions

MEDIUM MEDIUM

HIGH LOWA10

Due to the abolition of CAA and the potential for the 

complete removal of the National Indicator set, this 

review can only be undertaken once the National 

Framework has been announced by Central 

Government.  Issue of the framework is expected 

during April 2011.

A9

5 of 12
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1

A B C D E F G H I

Risk No

RISK & CONSEQUENCES                                                                               
Threat to achievement of business objectives 

and the consequences of this happening, 

scope of the problem

Risk Control Measures in Place
Residual Risk 

Score
Actions Planned Timescale Risk Owner Target Score Progress/Comments

56

57

58

59

60

61

62

63

64

65

66

67

68

69

70

71

72

73

Inability of the Council to operate in full 

or in part in the event of an unforeseen 

disaster/emergency
   

Chief 

Executive
TARGET SCORE ACHIEVED

Full or partial loss of services or disruption 

of essential services
` Corporate BCP to be developed Sep-11

Risk & 

Resilience 

Manager

Work is progressing on migrating data to the new BCM 

database, however, due to restructuring within the Civil 

Contingencies Unit and Stafford County Council 

Resilience Team the support given by SCC on the 

database has now been withdrawn, this has resulted in 

time slippage.  This is not problematic for operational 

BCM as the original plans are still in force.  Work is well 

underway on the Corporate BCP and a first draft will be 

completed by end September.  The reports available 

from the BCM database are to form the annex's to the 

Corp BCP, however, if this cannot be achieved a 

spreadsheet system will suffice in the short term. 

Poor PR IT Disaster Recovery Plan
Need to ensure linkages to corporate and 

service BCPs
Dec-10

ICT Manager / 

Risk & 

Resilience 

Manager

See above (the BCM database will assist in identifying 

weaknesses) The impact of the ICT Shared Services 

on resilience issues is currently being evaluated.  

Further work is scheduled to align the ICT Disaster 

Recovery Plan as part of the sharing of the ICT service. 

As part of the recent storage upgrades all major 

systems and applications are in the process of being 

virtualised to new hardware servers which will deliver 

great benefits including fast backup, live replication 

over to SBC's data centre and faster recovery of data 

which will simplify our ICT Disaster Recovery Plan.

Criticism from the Public Major Incident Team

CCDC Major Incident Plan

County Wide / Multi Agency Plans  

Budget Assumptions do not deliver 

required savings (e.g. Leisure 

Outsourcing)

Clear Accountability

Chief 

Executive & 

Corporate 

Director

TARGET SCORE ACHIEVED

Compensatory savings to be identified Performance Management 

e.g. reductions/cuts in service Project Management

Working balances

Reality assessments for delivery

PDR / PDP

Client partnerships are not managed 

adequately
Contract Managers

Chief 

Executive & 

Corp Director

Financial Loss Performance Boards
Adverse PR Exit strategies

Damage to Reputation Insurance
Impact on service provision Contracts / SLA's

Legal Support and advice

A13

Oct-11 Head of 

Housing

Head of 

Governance
Develop Shared Services client

Contract Management Handbook
Draft in progress

First client meeting has been held with ICT . Client role 

will continue to evolve over next 6 months pending 

completion of the Transformation Plans

MEDIUM LOW

MEDIUM MEDIUM

A12

A11

MEDIUM

Oct-11

MEDIUM
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