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CANNOCK CHASE COUNCIL 

AUDIT & GOVERNANCE COMITTEE 

26th JUNE 2012 

REPORT OF THE CHIEF INTERNAL AUDITOR 

INTERNAL AUDIT ANNUAL REPORT 2011-12 

 
1. Purpose of Report 

1.1 To present to the Audit & Governance Committee the Internal Audit Annual Report for 2011-12. 
  

1. Recommendations 

2.1 That the Committee notes the contents of the Internal Audit Annual Report for 2011-12. 

3. Key Issues 

3.1 Management are responsible for the control environment and should set in place policies and 
procedures to help ensure that the system is functioning correctly. Internal Audit review, 
appraise and report on the effectiveness of the system of internal control. 

 
3.2 The Internal Audit Annual Report (attached as Annex 1) is the culmination of the work of the 

Section during the course of the year and seeks to:- 
 

• provide an opinion on the adequacy of the control environment; 

• comment on the nature and extent of significant risks; and 

• report the incidence of significant control failings or weaknesses. 
 

3.3 The report is a snapshot view of the areas at the time that they were reviewed and does not 
necessarily reflect the actions that have been or are being taken by managers to address the 
weaknesses identified. The inclusion or comment on any area or function in this report does not 
indicate that the matters are being escalated to Members for further action. Internal Audit 
routinely follow-up the recommendations that have been made and will bring to the attention of 
the committee any relevant areas where significant weaknesses have not been addressed by 
managers. 

 
3.4 The Internal Audit Annual Report is one of the sources of assurance that is used to support the 

Council’s Annual Governance Statement. 
 
3.5 Based on the work undertaken during the year and the implementation by management of the 

audit recommendations, Internal Audit can provide reasonable assurance that the Council’s 
governance arrangements including systems of internal control were operating adequately and 
there were no breakdown of controls resulting in a material discrepancy.   
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4. Legal Implications 

4.1 Notwithstanding the number of weaknesses identified by Audit, not all those weaknesses have 
legal implications. There are certain weaknesses that could potentially present the Council with 
various legal difficulties.  

 
4.2 The areas identified within the Report give rise to possible claims being brought against the 

Council, they have the potential to undermine the Council’s legal position. This may include 
adversely affecting the Council’s position with regards instigating civil or criminal proceedings in 
certain cases.  

 
4.3 However, notwithstanding the above-mentioned legal implications, the implementation of Action 

Plans recommended by Audit would assist in addressing such weaknesses. It is of course a 
matter for the respective Heads of Service/Managers to implement the Actions Plans 
addressing all the issues raised. It is advisable that the implementation of such Actions Plans 
be undertaken as soon as possible. 

 

5. Financial Implications 

5.1 There are no financial implications arising directly from this report. 
 

6. List of Background Papers 

Audit Plan File  
Audit Time Recording System 
Internal Audit Reports 

 

7. Annexes to the Report 

 Annex 1 – Internal Audit Annual Report   2011-12 
 

8. Report Author Details   

 
 Stephen Baddeley, Chief Internal Auditor ext. 4415 
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1. INTRODUCTION 
 

1.1 The Internal Audit Service became a shared service with Stafford Borough Council in 2011-12 led 

by Cannock Chase District Council. This report will highlight the work carried out by Internal Audit 

to deliver the Annual Audit Opinion for Cannock Chase District Council. 
 
The Annual Reporting Process 

 
1.2 Internal Audit is an assurance function that primarily provides an independent and objective 

opinion to the Council on its governance arrangements comprising of risk management and 

internal control. Internal Audit objectively examines, evaluates and reports on the adequacy of the 

Council’s governance arrangements as a contribution to the proper, economic, efficient and 

effective use of resources. Responsibility for governance rests fully with Managers, who should 

establish and maintain an adequate system of internal control to enable them to discharge their 

responsibilities and to ensure that the Council’s resources are properly applied in the manner and 

on the activities intended. 

 

1.3 This report is the culmination of the work of the Internal Audit Section during the course of the year 

and seeks to: 

 

• provide an opinion on the adequacy of the control environment; 

• comment on the nature and extent of significant risks; and 

• report the incidence of significant control failings or weaknesses. 

 

1.4 This report is a summary of the work of the Section throughout 2011-12. As such it presents a 

snapshot picture of the areas at the time that they were reviewed and does not necessarily reflect 

the actions that have been or are being taken by Managers to address the weaknesses identified. 

The inclusion or comment on any area or function in this report does not indicate that the matters 

are being escalated to Members for further action. Internal Audit routinely follow-up the 

recommendations that have been made and will bring any relevant areas where significant 

weaknesses have not been addressed by managers to the attention of the Audit & Governance 

Committee if and when it is deemed appropriate. 

 

1.5 This report follows an exception based reporting methodology, as such only those areas where 

weaknesses have been identified are reported on. The absence of comment on areas of good 
control should not be taken to indicate that services are not working effectively or best practices 

are not being adopted. 

 
Requirement for Internal Audit 

 

1.6 The requirement for an Internal Audit function derives from local government legislation, including 

section 151 of the Local Government Act 1972 which requires authorities to “make arrangements 

for the proper administration of their financial affairs”.  Proper administration includes Internal 

Audit.  More specific requirements are detailed in the Accounts and Audit Regulations 2011, in that 

a relevant body must “undertake an adequate and effective internal audit of its accounting records 

and of its system of internal control in accordance with the proper practices in relation to internal 

control”. 
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2. REVIEW OF CONTROL ENVIRONMENT 
 

How the Control Environment is Reviewed 
 

2.1 Internal Audit operates to a risk based audit plan.  The audit plan is risk assessed each year to 

ensure that suitable audit time and resources are devoted to reviewing the more significant areas 

of risk.  

2.3 This risk based approach to audit planning results in a comprehensive range of audits that are 
undertaken during the course of the year to support the overall opinion on the control environment. 

This is particularly important as there are a number of fundamental financial systems audits which 

have to be reviewed each year. 

 

Internal Audit Opinion for 2011-12 and the Annual Governance Statement (AGS) 
 

2.4 Regulation 4 of the Accounts and Audit Regulations 2011 requires that:- 

 

“The relevant body is responsible for ensuring that the financial management of the 

body is adequate and effective and that the body has a sound system of internal 

control which facilitates the effective exercise of that body’s functions and which 

includes arrangements for the management of risk.”  

 

“The relevant body must conduct a review at least once in a year of the 

effectiveness of its system of internal control … following the review, the body must 

approve an annual governance statement, prepared in accordance with proper 
practices in relation to internal control.” 

 

2.5 For the year 2011-12, proper practice has been determined as being the Cipfa/SOLACE guidance 

on Corporate Governance.  An annual review of governance arrangements and publication of the 

Annual Governance Statement is thus a statutory requirement 

 

2.6 Internal Audit, along with other assurance processes of the Council, have a responsibility to 

provide assurance from the work they undertake during the year in respect of the control 

environment operating within the Council.  

 

2.7 
Based on the work undertaken during the year and the implementation by management of 

the audit recommendations, Internal Audit can provide reasonable assurance that the 

Council’s governance arrangements including risk management and systems of internal 

control were operating adequately and there were no instances where any breakdown of 

control resulted in a material discrepancy.   

 

2.8 However, no system of control can provide absolute assurance against material misstatement or 

loss, nor can Internal Audit give that assurance.  This statement is intended to provide reasonable 
assurance that there is an ongoing process for identifying, evaluating and managing the key risks. 

These risks are reflected in the audit plan and are the subject of separate reports during the 

course of the year.  

  

 



INTERNAL AUDIT – ANNUAL REPORT 2011-12 

 

Page 5 of 28 

 

3. SIGNIFICANT ISSUES ARISING 2011-12 
 

3.1 Each system/area audited is given a level of assurance based on the presence and effectiveness 

of the controls in place.  Three levels of assurance are currently used: 

• Adequate – There is an acceptable control framework in place. There may be some control 

weaknesses but the key controls are in place and are operating effectively. However some 

changes to the controls and how they operate would be beneficial; 

• Qualified – The service may be delivering its intended output but the controls in place for 

some elements of the system are not always appropriate or effective to ensure that this will 

continue to occur. Controls are not being consistently applied across all elements of the 

system. This could include breaches of Council policy and the risk of medium financial 

impact on the Council; and 

• Limited – There is an inadequate control framework to ensure that the system can deliver 
its intended objectives.  Controls are absent or not operating across the majority of the 

system. This will include significant breaches of legislation or the potential for significant 

impact on the Council such as large financial losses. The operation of the system is 

currently providing an unacceptable risk to the Council. 

During the year revised assurance levels have been developed and these have been trialled on 

the Shared Service Audits. For consistency the new classifications have been mapped to the 

existing classifications for this report. The new definitions will be used for all audits carried out for 

the 2012-13 Audit Plan. 

 

3.2 A summary of the level of assurance given to each audit, by risk category, is given in the table 

below. 

 

Risk Assurance 

 Adequate Qualified Limited 

High Risk Audits 1 2 1 

Medium Risk Audits 13 8 1 

Total 14 10 2 

 

3.3 A summary of the main issues arising from the audits undertaken in 2011-12 are given in 

Appendices 1a – 1c. 

 

3.4 There are 2 audits which have been classified as Limited Assurance, these are :– 

 

• Virtual Servers (IT Audit) 

• Equality & Diversity 

 

3.5 Action is planned or in progress in relation to both of the areas given Limited Assurance.  

 

3.6 More detail on the audits given a Limited Assurance can be found in Appendix 1a. Although these 
2 areas have been classified as Limited Assurance there are no significant Governance issues 

arising from these areas. 
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3.7 The Internal Audit Section did not identify any significant weaknesses and was able to award 

adequate assurance in relation to all of the Council’s key financial systems and core governance 

processes which were examined in 2011-12. 

 
3.8 In addition to the main audit work the section also follow-up the progress made in relation to Audit 

Recommendations, this usually occurs around 6 months after the report has been finalised.  

 

• One area remained classified as limited assurance;  

• Five audits remained as qualified assurance at the time of the follow-up due to insufficient 
progress;  

• Sufficient progress had been made on three limited assurance areas from limited to qualified 

and one qualified assurance area which were upgraded to adequate assurance.  

 

3.9 More details can be found on the follow-ups in Appendix 2. 

 

 
4 AUDIT PERFORMANCE 
 
4.1 The table below indicates the Section’s performance against the audit plan for 2011-12. 

 

 2011-12 2010-11 2009-10 

 Planned Actual Actual % Target % Actual Actual 

Original Plan 26 26* 100% 90% 90% 100% 

 
4.2 Twenty five Audits were planned and completed in the year for the 2011-12 Audit Plan. In addition 

1 review which was on the Audit Plan for 2010-11 but deferred at the request of ICT due to delays 

in the implementation of the project was commenced and completed in the year alongside the 

planned work. An additional audit was added in relation to the Leisure Third Party Procurement 

Exercise. Two planned audits were not completed in the year Website Content Review and the 

General Ledger IT Audit.  
 
4.3 The Section uses a contractor to supplement the work of the in-house team for IT Audit work.  The 

Contractor provided 48 days work across Stafford and Cannock as part of the 2011-12 plan 

covering specialist IT Audit. ICT is a Shared Service led by Stafford BC.   

 

4.4 In addition to the audit plan the Section has also carried out a number of other pieces of work 
including:- 

 

• A review of leave and compliance with the flexible time recording system; 

• Audit of Contaminated Land Grant Claim; 

• General advice and consultancy to managers; and 

• A consultancy review of Central Control. 
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5 FRAUD & IRREGULARITY  WORK  
  

Policies & Procedures 
 

5.1 Anti-fraud and corruption policies were not reviewed in the year. They will be updated in 2012-13 

to take account of the Bribery Act.  

  
National Fraud Initiative 

 

5.2 Work is nearing completion on reviewing the 2011 National Fraud Initiative Datamatches across 
the Council. No significant savings have yet been identified but a small number of cases are still 

under investigation by the Benefit Fraud Investigation Team and by the Council Tax Team in 

relation to the Single Person Discount Review. 

 
Fraud/Irregularity Investigations 

 

5.3 A number of minor investigations have been carried out by the Internal Audit Section in the year 

which did not lead to any significant control weakness being identified.  

 

5.4 One investigation was undertaken in support of a wider disciplinary matter relating to abuse of time 

which led to the resignation of the individual.  
 
 
6 REVIEW OF THE EFFECTIVENESS OF INTERNAL AUDIT 
 
6.1 A review of the effectiveness of the system of Internal Audit has been undertaken.  There were two 

key elements to the review:-  

 

i. the Chief Internal Auditor has conducted a self-assessment of the section in relation to 

compliance with the CIPFA Code of Practice for Internal Audit in Local Government in the 
United Kingdom 2006; and 

 

ii. a  peer review was conducted by the Head of Governance and the s151 Officer. 

 

6.2 The review concluded that Internal Audit is effective and sufficiently compliant with the 

requirements of the Cipfa Code of Practice to ensure that the opinion given in this Annual Report 

can be relied upon for assurance purposes.  The full results of the review are given in a separate 

report to the Audit and Governance Committee. 

  

6.3 The Audit Commission who took over as the Council’s appointed auditors for the 2009-10 year 

carried out their triennial review of internal audit in 2009-10. The report was presented to the Audit 

Committee in August 2009. The feedback was that the Section is performing well and is compliant 
with the Cipfa Code of Practice. The External Auditors have stated that they do not have any 

concerns over relying on the work of the Internal Audit Section for 2011-12.  
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6.4 Satisfaction surveys are issued at the end of each audit. These showed general satisfaction with 

the work of the section. The overall level of satisfaction is shown in the table below. 

 

 

6.5 In addition to the usage of satisfaction surveys the Chief Internal Auditor also carries out file 

reviews for each audit prior to the reports being issued. This forms part of the internal quality 

assurance process and helps to provide a consistent approach between the auditors. 
 
 
7 AUDIT PLAN 2012-13 
 

7.1 Details of the audits to be undertaken in 2012-13 are given in Appendix 2. The Audit Plan was 
presented to and agreed by the Audit & Governance Committee at their meeting on 27th March 

2012. The plan presented to committee in March incorporated Shared Service elements as well as 

Cannock Chase District Council specific reviews and has taken into account the resources 

available to the Shared Internal Audit Service. 

 

7.2 In line with the Cipfa Code of Practice for Internal Audit (2006), Internal Audit operates to an 

annual audit plan which is based on an audit needs assessment. 

 

7.3 The Audit Plan contains all areas that have been identified for review and an assessment is 

undertaken of the risk relating to each area based on a number of criteria.   

 

7.4 The audit plan contains a contingency provision that is utilised during the year in response to 
unforeseen work demands that may arise, e.g. special investigations, ad hoc advice. 

 

7.5 The audit risk assessment is calculated based on the importance of the area to the achievement of 

the Council’s objectives, the inherent risk of the area, the results of previous audit work and the 

number of transactions/financial amounts involved. These factors are given a risk score and a total 

risk score is calculated for each audit. Audits are then ranked in accordance with the calculated 

risk scores. 

 

7.6 The risk assessment methodology has been updated for the 2012-13 audit plan as part of the 

Internal Audit Shared Service Transformation Project to enable a consistent methodology to be 

used across both Councils.  This has seen quite a large change in the risk scores for some audits 

from the previous methodology used.  

 
8 AUDIT STRATEGY 
  

8.1 In addition to the delivery of the audit plan, the section traditionally aims to deliver the action plan 

contained in the Internal Audit Strategy and address the actions identified from the Review of 

Internal Audit.  

 

 
2008-09 
Actual 

2009-10 
Actual 

2010-11 
Actual 

2011-12 
Actual 

Target 
Staffordshire 
Average1 
2007-08 

Audit Satisfaction Survey 84.41% 88.82 80% 92.26% 84% 88% 
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8.2 The section has not issued an Audit Strategy document for 2012-13 as this needs to be revised to 

produce one Strategy for the Shared Audit Service agreed across both Council’s.  

 

8.3 The Transformation Plan agreed as part of the Shared Service project will form the basis of the 
actions to be delivered by Internal Audit during the 2012-13 year. The Transformation Plan is 

attached for information at Appendix . 
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Appendix 1a 

 
Audits Planned and Completed in 2011-12 by Assurance Level 

 
Limited Assurance 

  

Definition – 

 

There is an inadequate control framework to ensure that the system can deliver its 

intended objectives.  Controls are absent or not operating across the majority of the 

system. This will include significant breaches of legislation or the potential for significant 

impact on the Council such as large financial losses. The operation of the system is 

currently providing an unacceptable risk to the Council. 

 

 

Audit Area Service Lead Officer 

No of Recommendations & 

Classification Total 

High Medium Low 

High RiskHigh RiskHigh RiskHigh Risk 

Virtual Servers Technology (SBC) � 3 8 2 13 

Medium RiskMedium RiskMedium RiskMedium Risk 

Equality & Diversity Policy 0 10 0 10 

�Services led by Stafford Borough Council as part of Shared Services 
 
Summary of Significant Findings 
 

Virtual Servers 

 

The main areas of weakness related to the failure to review or implement the best practice guidelines 

available from the suppliers in relation to configuration and patch management. There was also a lack of 

defined roles for the in-house team who support the servers. ICT Services took action to implement the 

more significant recommendations during the course of the audit.  
 

Equality & Diversity (E&D) 

 

Progress had been made since the last audit review and a Policy Officer has been appointed with the remit 

of leading on E&D. The audit highlighted promising progress being made in the drafting of a policy and 

overarching procedures to ensure compliance with the new E&D requirements. However at the time of the 

review the changes were still being defined and no completed policy was in place. 
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Appendix 1b 

Qualified Assurance 
 

 

Definition – 

   

The service may be delivering its intended output but the controls in place for some 

elements of the system are not always appropriate or effective to ensure that this will 

continue to occur. Controls are not being consistently applied across all elements of the 

system. This could include breaches of Council policy and the risk of medium financial 

impact on the Council   

 

Audit Area Service Lead Officer 

No of Recommendations & 
Classification Total 

High Medium Low 

High RiskHigh RiskHigh RiskHigh Risk 

Information Security 

Management (IT Audit) 
Technology (SBC) � 0 15 7 22 

Computer Virus Protection 

Review (IT Audit) 
Technology (SBC) � 0 6 4 10 

Medium RiskMedium RiskMedium RiskMedium Risk 

Leisure Refurbishment – 

Current Contract Review 
Commissioning 1 6 0 7 

Leisure Third Party 

Procurement – Current 
Contract Review 

Commissioning 1 5 2 8 

Landscape Development 
Environmental 

Services 
0 9 1 10 

Streetscene 
Environmental 

Services 
0 8 0 8 

Scheme Managers & 

Sheltered Accommodation 
Housing 0 10 3 13 

Asset management 
Planning & 

Regeneration 
0 4 0 4 

Information Management Policy 3 11 5 19 

Local Strategic Partnership Policy 1 8 1 10 

�Services led by Stafford Borough Council as part of Shared Services 
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Summary of Significant Findings 
 
Information Security Management (IT Audit) 

 

There are a number of aspects of information security management which we consider to be well 

managed. For example, server rooms appear to be well secured against unauthorised access. However a 

number of aspects were identified primarily associated with policy issues and the lack of clarity in relation 
to Business ownership of data, where improvement is required.  

 

Computer Virus Protection Review (IT Audit) 

 

The main issues related to lack of polices and procedures for the new anti-virus software and it was 

identified that the software had not been applied identically at both Councils. The ICT Transformation plan 

identified the production of common procedures as an ongoing action.  

 

Leisure Refurbishment – Current Contract Review 
 

Generally the procedures were found to be good and the use of a dedicated project manager to support 

the process was found to be beneficial particularly in providing an overview of the project and to be aware 

of all actions in progress. However a number of issues were found in relation to the letting of the contract.  
 

Leisure Third Party Procurement – Current Contract Review 

 

Procedures for the letting of the contract were found to be good. Whilst high level arrangements had been 
defined, detailed procedures and programmes had not been established to ensure the effective monitoring 

of the Leisure contract. Contract monitoring roles and responsibilities had not been clearly defined at the 

time of the review. .  

 

Landscape Development 

 

Although the schemes were generally found to be successfully delivered there was a lack of defined 

project management methodology used by the team. In addition a number of issues were identified in 

relation to the negotiation practices used by the team during the awarding of work.  

 

Streetscene 

 

Although progress has been made it was found that some of the recommendations had not been 
implemented in full for the new contract. Consequently, some familiar issues were again identified together 

with other matters that relate specifically to the new contract. 

 

Scheme Managers & Sheltered Accommodation 

 

The main area of concern is the managers’ involvement with unofficial funds (tea funds, lottery etc) and 

also a number of major changes in procedures and monitoring that have occurred in the last 6 months and 

have yet to become embedded. We were therefore only able to issue a qualified assurance at the time of 

the review. This audit was followed-up during the year and progress had been made to allow the 

assurance level to be revised to Adequate at the follow-up. (See Appendix 2 for more details of the follow-

up) 
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Asset management 

 

Progress has been made since the last review; a draft Asset Management and Energy Management 

Strategy had been produced and submitted to Leadership Team. A finalised document has not been 
agreed for submission to Cabinet / Council; this is awaiting the approval of a new Core Strategy for the 

Council which will have implications for the content of the Asset Management Plan. 

 

Information Management 

 

Generally procedures were found to be sufficient but a number of areas of concern were identified in the 

relation to the use and training of Departmental Data Protection Representatives. During the course of the 

audit the Information Manager and Head of Policy began a detailed review of this and are in the process of 

addressing the weaknesses and clarifying roles and responsibilities within departments for ensuring that 

the Council complies with the relevant legislation. In addition it was found that there was a lack of 

documented procedures for dealing with reported breaches of the Act 

 
Local Strategic Partnership (LSP) 

 

There is no mechanism in place to ensure that the LSP periodically reviews statutory and other obligations 

in respect of Equality & Diversity, Data Protect & Freedom of Information etc to ensure that compliance is 

appropriate and effective. In addition effective data exchange procedures and performance monitoring 

arrangements have not been fully established.   
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Appendix 1c 

Adequate Assurance 
 

Definition – 

 

There is an acceptable control framework in place. There may be some control 

weaknesses but the key controls are in place and are operating effectively. However 

some changes to the controls and how they operate would be beneficial 

 

Audit Area Service Lead Officer 

No of Recommendations & 

Classification Total 

High Medium Low 

High RiskHigh RiskHigh RiskHigh Risk 

Housing Benefits Financial Management 0 7 3 10 

Medium RiskMedium RiskMedium RiskMedium Risk 

Electoral Registration and 

Elections 
Governance 0 5 10 15 

Value Added Tax Financial Management 0 1 3 4 

Council Tax Financial Management 0 3 3 6 

National non-Domestic Rates Financial Management 0 3 3 6 

Transparency Agenda Corporate 0 4 3 7 

Housing Property Services Housing 0 7 4 11 

General Ledger Financial Management 0 0 0 0 

Sundry Debtors Financial Management 0 0 6 6 
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Audit Area Service Lead Officer 

No of Recommendations & 
Classification Total 

High Medium Low 

Creditors Financial Management 0 0 0 0 

Capital Accounting Financial Management 0 2 3 5 

Payroll 
Human Resources 

(SBC)� 
0 0 3 3 

Strategic Housing 
Housing/ 

Environmental Health 
0 3 1 4 

Shared Services Financial 

Arrangements 
Financial Management 0 3 4 7 

�Services led by Stafford Borough Council as part of Shared Services 

 
 

Audits Awaiting Issue of Final Report 2011-12 

 

Audit Area Head of Service 
Total Risk 
Score 

In 
Progress 

Draft 
Report 

Final 
Report 

Original 
Assurance 

Computer Virus Protection Review 

(IT Audit) 
ICT (SBC) � Medium Yes Yes  

Qualified 

 

Information Security Management  

(IT Audit) 
ICT (SBC) � Medium Yes Yes  

Qualified 

 

Shared Service - Financial 

Arrangements 

Financial 

Management 
Medium Yes Yes  

Adequate 

 

Transparency Agenda Arrangements Corporate Medium Yes Yes  
Adequate 

 

Payroll HR (SBC) � Medium Yes Yes  
Adequate 

 

General Ledger Application 

Review(IT Audit) 
ICT (SBC) � Medium Yes    

Website Content Review (IT Audit) Policy Medium Deferred at the request of Head of Policy 

�Services led by Stafford Borough Council as part of Shared Services 
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Appendix 2 

 
Results of Follow-ups Undertaken in the Year By Assurance Level 

 
Limited & Qualified 
 

Audit Area 
Service Lead 

Officer 
Original 

Assurance 
Implemented 

Being 

Implemented 

Not 

Implemented 
Superseded Total 

Revised 

Assurance 

Equality and 
Diversity 

Policy 
Limited 

 
0 10 0 0 10 

Limited 

 

Remote Desktop 

Support and 
Management 

Technology 
(SBC) � 

Limited 

 
7 4 0 1 12 

Qualified 

 

GCSX Code of 

Connection 
Compliance 

Technology 

(SBC) � 

Limited 

 
4 4 1 0 9 

Qualified 

 

PCI Data 

Security 
Standard 

Financial 

Management 

Limited 

 
3 2 3 2 10 

Qualified 

 

Risk 
Management 

Governance  

Qualified 

 

2 7 0 0 9 
Qualified 

 

Streetscene 
Environmental 

Services 

Qualified 

 

6 0 8 3 17 
Qualified 

 

Asset 

Management 

Planning & 

Regeneration 

Qualified 

 

0 1 1 1 3 
Qualified 

 

Landscape 
Development 

Environmental 
Services 

Qualified 

 

2 1 7 0 10 
Qualified 

 

Information 
Management 

Policy 
Qualified 

 

7 11 0 0 18 
Qualified 

 

 �Services led by Stafford Borough Council as part of Shared Services 

 

As reported in Appendix 1a work has been progressing in relation to Equality and Diversity but it is not yet 

sufficiently progressed to revise the audit opinion. 

 

Whilst progress was being made in addressing the weaknesses identified in the Payment Card Industry 

Data Security Standard audit it was found that a corporate policy and procedures to ensure compliance 

was still outstanding. In addition some departments were still unable to ensure fully secure storage of 
credit card related paperwork. The progress made has enabled the opinion to be revised from Limited to 

Qualified.  
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Work has been progressing in relation to the updating of policies and operational procedures 

recommended as part of the audit. However the majority of the work is still in draft stage and has not been 

implemented, the implementation of the Shared ICT Service has led to some of the delays. Although 

progress has been made in implementing the recommendations the fact that the revised policies and 
procedure have not been finalised and implemented means that we have only been able to revise the level 

of assurance to Qualified.  

 

As with the GCSX Code of Connection Compliance review work has been carried out revising the 

operational procedures and policies. However again most of the policies are still at the draft stage and has 

not yet been finalised and implemented due to the transformation work relating to Shared Services. We 

have therefore only been able to revise the level of assurance to Qualified.  

 

Although progress has been made in relation to the remaining audits this has not been sufficient to be able 

to revise the opinions from qualified.  
 
Adequate 
 

Audit Area 
Service Lead 

Officer 
Original 

Assurance 
Implemented 

Being 
Implemented 

Not 
Implemented 

Superseded Total 
Revised 

Assurance 

Scheme 
Managers & 

Sheltered 
Accommodation 

Housing 
Qualified 

 

11 0 2 0 13 
Adequate 

 

Housing Benefits 
Financial 

Management 

Adequate 

 
0 2 1 0 3 

Adequate 

 

Creditors 
Financial 

Management 

Adequate 

 
1 0 2 0 3 

Adequate 

 

NNDR 
Financial 

Management 

Adequate 

 
3 0 0 0 3 

Adequate 

 

Council Tax 
Financial 

Management 

Adequate 

 
3 0 0 0 3 

Adequate 

 

Payroll HR (SBC) � 
Adequate 

 
3 2 0 0 5 

Adequate 

 

Public Health & 
Enforcement 

Environmental 
Health 

Adequate 

 
5 7 1 0 13 

Adequate 

 

Car Parks & DPE 
Environmental 

Services 

Adequate 

 
8 2 0 0 10 

Adequate 

 

Treasury 
Management 

Financial 
Management 

Adequate 

 
2 0 1 0 3 

Adequate 

 

Bank 
Reconciliation & 

Banking 
Arrangements 

Financial 
Management 

Adequate 

 
4 2 4 0 10 

Adequate 

 

Central 
Recharges 

Financial 
Management 

Adequate 

 
0 0 7 0 7 

Adequate 
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Audit Area 
Service Lead 

Officer 

Original 

Assurance 
Implemented 

Being 

Implemented 

Not 

Implemented 
Superseded Total 

Revised 

Assurance 

Land Charges Governance 
Adequate 

 
3 2 1 0 6 

Adequate 

 

Benefit Fraud 
Investigation 

Team 

Financial 
Management 

Adequate 

 
12 2 3 0 17 

Adequate 

 

Capital 
Accounting 

 

Financial 
Management 

Adequate 

 
2 2 3 0 7 

Adequate 

 

�Services led by Stafford Borough Council as part of Shared Services 

 
Comments 
 

It is pleasing to be able to report significant improvements in relation to Scheme Managers & Sheltered 

Housing where it has been possible to revise the assurance level from Qualified to Adequate due to the 

progress made in implementing the Audit Recommendation indentified at the time of the follow-up.  

 

 
Follow-Ups Scheduled But Not Completed in 2011-12 

 

Audit Area 
Service Lead 

Officer 
Risk 

Original 
Assurance 

Follow-up 
Due 

Follow-Up 
Commenced 

Follow-up 
Completed 

Revised 
Assurance 

Project 
Management 
(2nd Follow-Up) 

Leisure & 
Major Projects 

High 
Qualified 

 

June 2011 July 2011 

Awaiting 

Management 
Response 

 

Safeguarding 

Children & 
Vulnerable 

Adults 

Corporate 
Director 

High 
Qualified 

 

September 
2011 

September 
2011 

Awaiting 

Management 
Response 

 

Customer 
Services & CRM 

Policy Medium 
Qualified 

 

April 2011 Deferred at the request of Head of Policy  
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Appendix 3 
 

Internal Audit Annual Plan 2012-13 
 
Cannock Chase District Council Specific Audits 

 

Audit Area System Description 
Service Lead 

Officer 
Planne
d Days 

Size 
Score 

Control 
Total 

Detection 
Total 

Total 
Risk 
Score 

Refuse Collection 

and Recycling 

A review of the systems and procedures in place 

for the collection of domestic and trade refuse 

and the provision of recycling. To include the 

income collection and charging relating to trade 

refuse including the bulking and bailing contract. 

Environmental 

Services 
14 73 55 4 132 

Streetscene 

A review of the management arrangements and 

contract monitoring of the Council’s combined 

Grounds Maintenance and Street Cleansing 

Contract. Including the Procedures for the in-

house provision 

Environmental 

Services 
15 47 68 6 121 

Leisure Contract 

Management 

(Client functions) 

A review of the contract monitoring of the Leisure 

Contract. Commissioning 15 40 72 5 117 

Housing Rents & 

Arrears 

A review of the systems and procedures in place 

to issue bills, collect income and recover arrears 

in relation to rents for Council Houses.  

Housing 14 62 45 4 111 

Property 

Management 

A review of the operation o the Council's Property 

Portfolio covering Sale Shops, Markets & Town 

Centre. 

Regeneration & 

Planning 
14 40 66 5 111 

Cemeteries 
A review of the operations of the Council's 

cemetery and associated bereavement provisions 
Environmental 

Services 
14 39 63 6 108 

Housing Property 

Services 

A review of the systems and procedures in place 

to let contracts and monitor delivery of the 

Council’s programme of up-grades and 

refurbishment of Council Houses. This include 

External Works, heating upgrades, kitchen and 

bathroom upgrades etc. 

Housing 15 42 60 4 106 

Homelessness 

and Housing 

Options Team 

A review of the provision for arranging temporary 

accommodation & supporting people to find 

accommodation in the district when in times of 

need. 

Housing 14 29 71 4 104 

Countryside 

Management & 

Rangers Service 

A review of the management and operation of the 

Countryside Service. Environmental 

Services 
14 28 71 4 103 

Central Control 

(Social Alarms &  

CCTV) 

A review of the CCTV & Social Alarms provision, 

including the bidding for work and billing of users 

of the service. 

Environmental 

Services 
14 37 59 6 102 

Private Sector 

Housing Grants 

 A review of grants given for the enhancement of 

Private Sector Properties including disabled 

facilities grants.  

Environmental 

Health 
14 24 74 4 102 

Economic 

Development & 

Tourism Including 

LEP) 

A review of the Council’s activities to improve the 

local economy and to promote tourism. This will 

include a review of the Council’s involvement of 

the LEP.  

Planning & 

Regeneration 
14 27 70 4 102 

Total Days 171  
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Shared Service Audits 
 

Audit Area System Description 
Service Lead 

Officer 

Planned 

Days 1 
Size 

Score 

Control 

Score 

Detection 

Score 

Total 

Risk 
Score 

Housing Benefits 

A review of the systems and procedures in 

place to assess entitlement and to make 

payments in relation to Housing & Council 

Tax Benefit.  

Financial 

Management 
40 81 53 4 138 

Council Tax 

A review of the systems and procedures in 

place to calculate the liability, issue bills, 

collect income and monitor arrears in 

relation to Council Tax. 

Financial 

Management 
28 67 57 4 128 

Treasury 

Management 

A review of the systems and procedures in 

place to arrange and record the Council’s 

loans and investments and to ensure that 

the Council has sufficient cashflow to meet 

its needs and any surpluses are invested. 

Financial 

Management 
20 76 46 4 126 

National Non-

Domestic Rates 

A review of the systems and procedures in 

place to calculate the liability, issue bills, 

collect income and monitor arrears in 

relation to NNDR (business rates). 

Financial 

Management 
28 63 57 4 124 

Capital Strategy 

& Capital 

Programme 

A review of the delivery and execution of 

the Council’s capital projects. This review 

will include looking at the capital strategy 

and procedures for compiling the Capital 

Programme 

Financial 

Management 
20 69 45 4 118 

E-Payments & 

residual cash 

income 

A review of income via E-payments and 

the residual cashiering functions. 

Financial 

Management 
10 61 53 4 118 

Creditors 

A review of the systems and procedures in 

place to accurately pay all invoices for 

services and supplies used by the Council. 

This review will cover all aspects of the 

system not just the functions carried out by 

the Accounts Payable Team. 

Financial 

Management 
28 57 54 4 115 

Payroll 

A review of the systems and procedures 

for the accurate payment of employees 

and other costs associated with 

employment to other bodies e.g. Tax, NI 

and Pensions. 

Human 

Resources���� 
28 54 57 4 115 

Sundry Debtors 

A review of the systems and procedures in 

place to calculate the liability, issue bills, 

collect income and monitor arrears in 

relation to miscellaneous debts due to the 

Council for services provided to others. 

This will include all elements of the system 

not just those functions carried out by the 

Accounts Receivable Section. 

Financial 

Management 
28 56 54 4 114 

Procurement 

A review of the systems, procedures and 

strategy in place to support the Council’s 

purchasing processes, including tendering 

requirements, and evidencing value for 

money in purchasing. Including the 

Tendering Procedures. 

Governance 20 44 64 4 112 
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Audit Area System Description 
Service Lead 

Officer 

Planned 

Days 1 
Size 

Score 

Control 

Score 

Detection 

Score 

Total 
Risk 

Score 

General Ledger 

A review of the systems and procedures 

around the Council's General Ledger 

system to record the financial transactions 

of the Council and aid in the production of 

the statutory financial statements. 

Financial 

Management 
25 45 53 4 102 

Priority Based 

Budget Process 

Estimate 

Preparation & 

Budgetary 

Control 

A review of the Council’s budgeting 

process including the delivering change 

policy option process and the ongoing 

arrangements to monitor actual spend 

against the Council’s budget. 

Financial 

Management 
25 41 55 4 100 

Total Days 300  

�Services led by Stafford Borough Council as part of Shared Services 

1 Planned Days are the total number of days allocated across both Councils for the audits.  

 
 
 
IT Audit Plan for 2012-13 
 

Audit Area 
Service Lead 

Officer 
Planned 
Days 

Size 
Score 

Control 
Total 

Detection 
Total 

Total 
Risk 
Score 

IS/IT Structure,   Strategy &  IT 

Governance 
Technology 15 

A separate risk assessment was 

carried out by an IT Audit 

Specialist in 2011-12. This 

assessment forms the basis of the 

IT Audit Plan.  

High 

Review of Technical Operation Tasks Technology 8 High 

Project/Management Post 

Implementation Review – E-payment 
Technology 16 High 

E-Payments System  Technology 6 High 

Remote Access & Support Technology 7 High 

BACS Application & Processing 

(CCDC) 
Technology 8 High 

Total Days 60  
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Appendix 4 
Internal Audit Transformation Plan 

 
Overview of Services Prior to Commencement and vision for the future 
 

Prior to commencement, the Stafford Team had 3.8 FTE Audit Staff plus input from the Audit, Risk & BCM Manager of approx 0.4FTE.  The Cannock Team had 3 

FTE (including the Chief Internal Auditor) and a vacant post.  The vacant post has been deleted as part of the shared service, with the saving shared by both 

Councils.  In practical terms, the loss of the vacant post has resulted in the Stafford based team providing support equivalent to approx 0.5 FTE to assist in the 

delivery of the Cannock audit plan for 2011-12. 

 

Both internal audit teams provide broadly the same service and having similar working practices.  These practices have been reviewed as part of the 

transformation process and are to be aligned to form a common process for the whole audit service.  The intention will be to align the audit plans as far as is 

practicable to allow for joint audits of both shared and non-shared services wherever possible; this will save time on the planning of audits and will allow for best 

practice to be shared between both Councils. 
 

 Both teams undertake a range of other ancillary services eg undertaking financial appraisals, confidential tracing which differ slightly between the teams.  Again 

these are to be reviewed and aligned so far as possible as part of the transformation process or re-allocated to the appropriate service area. 

 

Internal Audit is also responsible for drafting, reviewing and advising on a number of key Council policies such as Anti-Fraud & Corruption, Whistleblowing.  The 

intention is to adopt common policies for both Councils in due course. 

 

The purpose/mission of internal audit has been agreed as: 

 

• “to provide independent reassurance to management that system controls and risks are being managed effectively enough to deliver their service 

priorities…and 

 
• to promote good governance” 
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1. Accommodation  

Ref Action Completion Date Status 
 (Open / Closed) 

1 Staff to be based at both CCDC and SBC with staff working between both sites – hot-desking arrangements to be set up 31/3/12 Closed 

 
 
2. Customer Access 

Ref Action Completion Date Status  
(Open / Closed) 

2a Produce Audit Brochure advising of key audit contacts and services provided 30/9/12 Open 

2b Agree common audit report format and trial it 31/12/11 Closed – new report 

format in use 

2c Agree joint satisfaction questionnaire 31/03/12 Closed 

2d Engage with SBC’s and CCDC’s Audit Committee to establish, if possible, common approach to reporting on audits and 

audit performance (quarterly progress and annual reports) 

31/7/12 Open 

2e Determine how shared services/systems will be reported to each Council’s Audit Committee 31/3/12 Open – reports being 

produced 

2f Hold meeting with the Audit Commission representatives for both Council’s to agree approach to audit of shared services 31/12/11 Completed – Oct 2011 

(Audit Commission 
now developing joint 

planning for the 2 
Councils. 

2g Review use of branding in documentation etc and move to use of joint branding where appropriate  31/03/12 Closed 

2h Review information on intranet/internet and adopt consistent approach/information 2012-13  

 
3. Working Methods 

Ref Action Completion Date Status  
(Open / Closed) 

3a Align process for undertaking risked based audits of key systems (including standard documents) and trial it 31/03/12 Closed - Joint audits in 
progress 

3b Align process for undertaking follow-up audits (and reporting on them) 31/03/12 Closed – new  



INTERNAL AUDIT – ANNUAL REPORT 2011-12 

 

Page 24 of 26 

 

templates in use 

3c Agree common approach to producing the audit plan for 2012-13 onwards (including risk matrix) 31/12/11 Closed – common risk 

matrix & plans 
produced.  

3d Establish common approach time recording  – see also 4a 31/03/12 Closed – common 
format in place 

3e Agree common approach to structuring files on the x drive and determine what should happen to pre-shared service files 

and arrangements for the storage of hard copy files.  

31/03/12 Closed – common 

format in place 

3f Document audit processes, etc in one combined audit manual 30/06/12  

3g Establish training skills matrix for the combined audit team and undertake initial assessment to identify any skills gaps 30/06/12  

3h Establish joint IT Audit Needs Assessment 30/09/11 Closed 

3I Establish joint contract for external IT Audit Assistance 31/10/11 Closed 

3j Review the follow-up processes with a view to removing the requirement to carry out a formal follow-up of audits which 

have been classified as “Effective” – see also 8f 

31/3/12 Closed – follow-ups no 

longer carried out for 
effective areas. 

 
 
4. ICT 

Ref Action Completion Date Status  
(Open / Closed) 

4a Establish system to be used for time recording – possibly adapt CCDC’s IT system (see also 3d) 31/03/12 Open – excel based 

solution currently in 
use. 

4b Establish access and training for all staff on each Council’s systems, as appropriate Ongoing – key 

systems by 31/3/12 

Open – training still 

being rolled out for 
some systems. 
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5. Other Interactions 

Ref Action Completion Date Status  
(Open / Closed) 

5a Arrange for financial appraisals of contractors to be undertaken by departments – guidance and training to be given.  
Procedure to be developed to give Finance the final sign-off. 

2012-13 Open – discussions to 
be held with Finance 

5b Review who should undertake confidential searches 28/02/12 Open 

5c Review CCDCs involvement in the National Fraud Initiative and also consider whether there should be increased audit 
involvement in at SBC. 

28/02/12 Open 

5d Establish who will undertake the statutory review of Internal Audit 31/03/12 Closed - Head of 

Governance & s151 
Officer for 2012-13 

5e Cease to undertake project assurance work at SBC 28/02/12 Closed 

5f Liaise with ICT re on-going role of Internal Audit in data security and ICT monitoring (currently just for CCDC) 28/02/12 Open 

5g Liaise with Revenues & Benefits in relation to loss of HB Fraud Investigation to the DWP. – this still unclear as final DWP 

decision not reached yet on whether will remain in-house with LAs 

31/3/12 Current Looks like will 

remain in-house  

 
6. Policies 

Ref Action Completion Date Status  
(Open / Closed) 

6a Review and adopt one audit strategy and terms of reference for the combined team 31/3/12 Open 

6b Anti Fraud & Corruption/Bribery Framework(Includes Fraud Response Plan at CCDC) 

Fraud Response (SBC) – to be updated to include implications of the Bribery Act – one policy to be agreed for both 
Councils 

31/12/11 Open - Policy now 

drafted 

6c Confidential Reporting (CCDC) Whistle Blowing (SBC) - one policy to be agreed for both Councils 30/06/12  

6d Surveillance / RIPA (SBC) – to discuss with Legal who is to be responsible for this policy 28/02/12 Closed - Agreed Legal 
to do policy for both 

Councils.  

6e Disposals / Inventory / Petty Cash – Financial Guidelines (CCDC) – to be reviewed with Finance as part of their 

Transformation to establish a common set of Financial Regulations 

2012-13  

6f Proceeds of Crime / Money Laundering 30/6/12  
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7. Key Performance Measures 

 

Ref Action Completion Date Status  
(Open / Closed) 

7a The performance of the shared service will be monitored via a suite of performance measures: 

 

Indicator Target 

Completion of the Audit Plan   100% 

Operational Days as % of Available days 77% 

Audit Recommendations Implemented 98% 

Client Satisfaction with the Service  95% 

 

The service will continue to look for other useful indicators as the transformation work progresses. 

 

 

 
 

Outturn for 2012-
13 to be reported in 

Annual Audit 
Report in June 

2013 

 

 
 
8. Efficiency Savings 
 

Ref Action Completion Date Status  
(Open / Closed) 

8a Saving from deletion of trainee vacant post - £27k  Closed 

8b Proposed deletion of a manager’s post – saving 0.4FTE – approx £18,800 16/5/12 Closed 

8c Other minor financial savings accrued through such items as: single subscriptions Ongoing Some savings already 

made via joint IT Audit 
Contract.  

8d Minor efficiency savings to be made from the audits of shared services/systems in due course 2013-14 onwards 
 

 

8e Minor efficiency savings to be made from joint approach to non-shared services audits wherever possible (dependent on 

extent we are able to align audit plans and the timing of reviews) 

2012-13 onwards  

8f Minor efficiency savings to be made from the reduction in time spent following-up  audits which have been classified as 

“Effective” – see also 3j 

2012-13  
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