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Report of: Council Solicitor
Contact Officer: lan Curran

Contact Number: 01785 619220
Report Track: Audit & Governance

Committee: 06/12/21

Audit & Governance Committee
6 December 2021
Annual RIPA Review

Purpose of Report

This annual report provides details of the use of powers under the Regulation of
Investigatory Powers Act (RIPA) by the Council.

Recommendation(s)
That the report be noted.
Key Issues and Reasons for Recommendations

Key Issues

Local authorities carry out investigations for a variety of regulatory services. In
carrying out these duties, they have general powers to conduct surveillance of
individuals suspected of committing offences. The Regulation of Investigatory
Powers Act 2000 (RIPA) was introduced to regulate public authority use of covert
surveillance powers to ensure that any use is compliant with human rights.

The Home Office Code of Practice for Covert Surveillance and Property
Interference, recommends that elected members of an authority should review the
authority’s use of RIPA and set the policy at least once a year.

Reasons for Recommendations

This is an annual report to members, in accordance with good practice, and is for
information only.

Relationship to Corporate Priorities

This report supports the Council’s Corporate Priorities as follows:
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() Regular review of the Councils use of surveillance ensures that enforcement
Is carried out lawfully and proportionately and assists in improving
community wellbeing.

Report Detail

The Regulation of Investigatory Powers Act 2000 (RIPA) regulates the use of
certain surveillance powers by public authorities, including:

— Directed Surveillance (covert surveillance conducted as part of a specific
investigation likely to result in obtaining private information about an
individual),

— Use of Covert Human Intelligence Sources (CHIS), and

— Access to communications data (e.g. details of subscribers to telephone
numbers or email accounts)

The Council is a very rare user of these powers. However, it is important that it
has sufficient oversight of its activities to ensure that any considered use is
compliant with the subject’s human rights.

The Home Office publishes national Codes of Practice on the use of RIPA powers
by public authorities. The Council must have regard to the relevant Code of
Practice whenever exercising powers covered by RIPA. The Investigatory Powers
Commissioner conducts regular inspections of all public authorities to ensure
compliance with RIPA, and the Codes of Practice.

The Council has adopted its own Surveillance Policy to advise officers on RIPA
obligations and to regulate any use of these powers. The Policy was last updated
by Cabinet in September 2019 to reflect changes in the law and Codes of Practice.
The policy is therefore up to date in that respect.

The Council Solicitor acts as the Senior Responsible Officer for RIPA, with
oversight of the Councils internal procedures. The Legal Services Manager acts
as the RIPA Co-ordinating Officer, ensuring that any request to use RIPA powers
is co-ordinated through, and recorded in, a central register. The Legal Services
Manager also acts as a source of advice to regulatory officers and supports the
Senior Responsible Officer in keeping the Councils policy up to date.

As part of the policy, the use of any RIPA powers must first be approved by a Chief
Officer trained to be a RIPA Authorising Officer. The Council has two Chief Officers
who have received suitable training. If the Chief Officer gives approval, then an
application must still be made to the Magistrates Court for independent judicial
approval before the surveillance takes place (NB. the Office for Communications
Data Authorisations gives judicial approval in respect of accessing
communications data).

The Council has not used RIPA powers in the last 12 months. The last RIPA
authority having been obtained in 2018.



6 Implications

6.1 Financial
None

6.2 Legal
Set out in the report.

6.3 Human Resources
None

6.4 Risk Management
None

6.5 Equality & Diversity
None

6.6 Climate Change

None

7 Appendices to the Report
None

Previous Consideration

None

Background Papers

None
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