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AGENDA
PART 1
1.

Apologies

2.

Declarations of Interests of Members in Contracts and Other Matters and
Restriction on Voting by Members
To declare any personal, pecuniary or disclosable pecuniary interests in accordance
with the Code of Conduct and any possible contraventions under Section 106 of the
Local Government Finance Act 1992.

3.

Minutes
To approve the Minutes of the meeting held on 21 March, 2017 (enclosed).

4.

Review of the Effectiveness of Internal Audit
Report of the Head of Governance and Corporate Services (Item 4.1 – 4.18).

5.

Internal Audit Annual Audit Report 2016/17
Report of the Chief Internal Auditor & Risk Manager (Item 5.1 – 5.7 + Appendix 2).

6.

Strategic Risk Register
Report of the Head of Governance and Corporate Services (item 6.1 – 6.19).

7.

Code of Governance and Annual Governance Statement 2016/17
Report of the Head of Governance and Corporate Services (Item 7.1 – 7.28).

8.

Annual Treasury Management Report 2016/17
Report of the Head of Finance (Item 8.1 – 8.9).

9.

Progress and Update Report for Cannock Chase District Council
Report of the External Auditors (Item 9.1 – 9.11).

10. Cannock Chase District Council Audit Fee Letter 2017/18
Letter of the External Auditors (Item 10.1 – 10.4).

CANNOCK CHASE COUNCIL
MINUTES OF THE MEETING OF THE
AUDIT AND GOVERNANCE COMMITTEE
HELD ON TUESDAY 21 MARCH 2017 AT 4.00 P.M.
IN THE CIVIC CENTRE, BEECROFT ROAD, CANNOCK
PART 1
PRESENT:
Councillors
Witton, P.T. (Chairman)
Cartwright, Mrs. S.M. (Vice-Chairman)
Bowater, J.
Grice, Mrs. D.

Johnson, J.P.
Woodhead, P.E.

Also Present:
• Richard Percival, Engagement Lead – Grant Thornton (External Auditors)
• James McLarnon, Manager – Grant Thornton (External Auditors)
25.

Apologies
None received.

26.

Declaration of Interests of Members in Contracts and Other Matters and
Restriction on Voting by Members
No Declarations of Interests were made in addition to those already confirmed by
Members in the Register of Members’ Interests.

27.

Minutes
RESOLVED:
That the Minutes of the meeting held on 29 November, 2016, be approved as a
correct record and signed.

28.

Internal Audit Quarter 3 2016-17 Report
Consideration was given to the Report of the Chief Internal Auditor (Item 4.1 – 4.9
of the Official Minutes of the Council).
Internal Audit Plan 2016-17
The Chief Internal Auditor advised Members it was unlikely the Plan for 2016-17
would be completed, primarily due to there being a long-term sickness in the team
which had impacted on available resources. As a result, the Committee was
asked to approve revisions to the Plan as detailed in Appendix 5 of the report.
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A Member asked if employee sickness would impact on what could be done in the
future in respect of audit work and whether it would be better to move from
undertaking ‘process driven’ audits to ones which were outcome focussed. The
Chief Internal Auditor replied that due to only being a small team, sickness did
have a significant impact on what work could be done. It was necessary to
identify required resources, build in contingency and focus on key/high risk areas
as limited resource/Officer capacity was becoming an increasing issue across the
whole Council. There was a desire to move towards outcome focussed audits,
and discussions were taking place with Heads of Service about the best ways to
do this.
IT Account Management Audit
The Chief Internal Auditor advised that issues identified during this audit were
already being addressed by the Head of Technology, so it was hoped that an
improved assurance rating could be given after the follow-up audit had taken
place.
Payroll Audit
The Chief Internal Auditor advised that issues identified during this audit were
clerical errors, so there was a need to ensure that employees were following the
requirements of the Council’s external data transfer policy.
A Member noted that this audit area had been given a ‘medium’ risk rating, so
there must be some concern as to how it operated. The Chief Internal audit
replied that this risk rating was a result of Officers’ failure to follow policy and
management awareness of that failure.
Creditors Audit
The Chief Internal Auditor advised that the assurance level for this follow-up audit
had not been revised upwards, as due to a number of sickness absences within
the team concerned, work on implementing the recommendations from the
original audit was taking longer than planned. It was hoped however that work
would progress sufficiently enough so that an improved assurance could be given
as part of the year end audit report.
The Chief Internal Auditor then gave a brief summary of the audits which had
been included on the Audit Plan and reasons why they were now being removed
from the work that would be completed in the year.
Public Health & Other Enforcement Audit
The Chief Internal Auditor advised that this audit had been deferred due to Officer
resource within the team concerned being diverted to deal with the Slitting Mill fire
and associated issues; therefore it was not an appropriate time to conduct the
audit.
Managing Welfare Reform Audit
The Chief Internal Auditor advised that this audit had been deferred due to the
further delayed roll-out of Universal Credit, so therefore it would be more
appropriate to conduct the audit once the roll-out had been completed.
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Central Control (Social Alarms and CCTV) Audit
The Chief Internal Auditor advised that completion of this audit had been stopped
due to the Social Alarms and CCTV functions being split up as part of the
Council’s revised Senior Management Structure. Once the functions were
embedded within their new services then fresh audits would be carried out.
A Member asked for clarification about what the future plans were for the CCTV
service. The Head of Governance replied that it was still a Council function at
present, but was part of a wider consultation on CCTV provision across
Staffordshire.
RESOLVED:
That:
(A) The report be noted.
(B) The revisions to the Internal Audit Plan as set out in Appendix 5 of the report
be approved.
29.

Internal Audit Plan 2017-18
Consideration was given to the Report of the Chief Internal Auditor (Item 5.1 –
5.20 of the Official Minutes of the Council).
The Chief Internal Auditor advised that the 400 combined days in which to
conduct Cannock Chase and Shared Services audits provided only a limited
amount of time to do the work, so the intention was to focus on high-risk audits
first. Heads of Service and the External Auditors had both been consulted as part
of developing the Plan. The number of audits included in the Plan would provide
the team with sufficient work in order to provide a year end opinion for the Annual
Governance Statement.
A Member commented that rather the using the Plan to audit many services in
limited detail, it should be scaled back to look at fewer services in greater detail.
The Chief Internal Auditor replied that as part of preparing the Plan consideration
had to be given as to what could go wrong in certain service areas as there could
be reputational damage to the Council if something did happen. Assurances from
other bodies (such as the External Auditors or food safety inspectors) were also
taken into consideration when producing the Plan. The Head of Governance
further replied that an in-depth risk assessment was always undertaken when
setting the Plan. As well as the set days to carry out audit work, contingency days
were also included to give the team flexibility to carry out further work in specific
areas if necessary. The Head of Finance also replied that annual audits were
undertaken of the Council’s financial services due to the high value and large
number of transactions carried out by the department, and helped to monitor
whether or not safeguards built into the relevant systems were being adhered to.
RESOLVED:
That the Internal Audit Plan 2017-18 be approved.
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30.

External Quality Assessment Report for Internal Audit
Consideration was given to the Report of the Chief Internal Auditor (Item 6.1 –
6.15 of the Official Minutes of the Council) (presented by the Head of
Governance).
The Head of Governance drew attention to three recommendations within the
assessment report for specific consideration by Members:
Recommendation R5: The Chief Internal Auditor should meet privately with the
audit committee at least once a year
The Head of Governance suggested that if Members wished to adopt this
approach then it would be most appropriate do so before the June meeting of the
Committee each year at which the Internal Audit annual report and Annual
Governance Statement were normally presented. The Chief Internal Audit
advised that such provision was already included with the terms of reference for
the Committee, which also allowed for Members to meet privately with the
External Auditors if they so wished. Members responded that they were satisfied
to continue with the current approach as they felt they were able to raise issues of
concern as part of the normal meeting.
Recommendation S2: Re-instate annual audit committee effectiveness reviews
The Head of Governance advised that such reviews had been conducted in the
past, but in terms of detail had been too much for Members to take on. A Member
commented that the work of the Committee could be enhanced by improving the
scope of training offered to include matters such as the annual statement of
accounts.
Recommendation S7: Hold briefings with the Chief Internal Auditor before each
audit committee
In response to a query raised, the Chairman advised that he attended premeetings with Officers in advance of each Committee meeting.
Recommendation R7: Include ethics work in the audit plan
A Member asked for clarification as to how this recommendation would be
implemented and what its scope would be. The Chief Internal Auditor replied that
it had been included in the 2017-18 audit plan but further advice was being sought
from the external reviewer as to how best to approach implementing it. There was
a need to ensure it was addressed however as it could impact on other areas of
audit work. The Head of Governance further replied that work on updating the
Code of Corporate Governance and Code of Conduct for Employees would need
to be completed (and the updated documents embedded within the organisation)
before this recommendation could be actioned.
The Chief Internal Auditor advised that progress updates on achieving the actions
contained within the report would be submitted to the Committee on an annual
basis as part of the Review of Internal Audit Report.
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RESOLVED:
That:
(A) The contents of the External Quality Assessment Report and the action plan
contained within it be noted.
(B) The conclusion of the Assessor that the Internal Audit section was compliant
with the standards be noted.
31.

Cannock Chase District Council Certification Letter 2015-16
Consideration was given to the Letter of the External Auditors (Item 7.1 – 7.2 of
the Official Minutes of the Council).
Richard Percival reported that as part of the certification on the 2015/16 Housing
Benefit subsidy claim, a number of errors had been identified which meant that
further testing had to be carried out. As a result of this, the overall value of the
claim was amended by £2,451 and the total fee to be paid by the Council was
increased by £2,500. There was also a need for the Council to check that the
software used for processing housing benefit applications was up to date as in
one instance old software had been used, resulting in a number of processing
errors occurring. The Head of Finance commented that a process had been
implemented to ensure that software updates happened regularly and were only
approved at service manager level or above.
RESOLVED:
That the Letter of the External Auditors be noted.

32.

Cannock Chase District Council Audit Plan 2016-17
Consideration was given to the Report of the External Auditors (Item 8.1 – 8.21 of
the Official Minutes of the Council).
Richard Percival advised Members that the purpose of the Plan was to report on
the External Auditor’s requirements for completing the audit of the 2016/17
accounts. Members were referred to the following aspects of the report:
understanding your business and key developments; materiality; significant risks
identified; other risks identified; value for money; and results of interim audit work.
In respect of materiality, the threshold had been reduced compared to the
previous year due to the declining financial position of the Council and potential
for increased public scrutiny. As part of the interim audit work, it had been
identified that a business levy payment of £564,000 had been made to
Staffordshire County Council by CCDC, when in fact this payment should have
been made by Stafford Borough Council.
Materiality
A Member commented that a materiality level of £200,000 would be more
reassuring than the stated amount of £1,291m. Richard Percival replied that the
level was set to allow the External Auditors to give an assurance on the annual
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accounts. The Head of Finance also replied that the Annual Governance
Statement was also in place to provide an additional level of assurance to
Members.
Business Levy Payment
A Member asked for further details about the incorrect payment identified as part
of the interim audit work. The Head of Finance replied that this payment was
made out the Business Rates collection fund (which was separate from the
revenue and capital budgets) on an annual basis, and on this occasion the
payment was made incorrectly due to the wrong form being completed, and that
form being signed off by the manager. Actions had however been taken to ensure
this did not happen again the future. The payment had been made in September
or October last year and picked up by the External Auditors in January this year.
Closedown of Accounts
A Member queried what the impact would be of the closedown of accounts
deadline being moved from 30 September to 31 July each year. The Head of
Finance replied that all relevant timescales would be brought forward to manage
the change, and processes which would normally happen in April/May/June would
happen earlier to spread the workload. The closedown was also reliant on
receiving pension funds details from Staffordshire County Council within the
required timescales.
RESOLVED:
That the Report of the External Auditors be noted.
33.

Informing the Audit Risk Assessment for Cannock Chase District Council
2016-17
Consideration was given to the Report of the External Auditors (Item 9.1 – 9.21 of
the Official Minutes of the Council).
Richard Percival reported that that were no issues to bring to the Committee’s
attention following the conclusion of the risk assessment.
RESOLVED:
That the Report of the External Auditors be noted.
The meeting closed at 5:25 p.m.

CHAIRMAN
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ITEM NO. 4.1
Report of:

Contact Officer:
Telephone No:
Key Decision:
Report Track:

Head of
Governance and
Corporate Services
Stephen Baddeley
4411
No
Audit &
Governance Cttee:
27/06/17

AUDIT & GOVERNANCE COMMITTEE
27 JUNE 2017
REVIEW OF THE EFFECTIVENESS OF INTERNAL AUDIT

1

Purpose of Report

1.1

For members of the Audit & Governance Committee to consider the findings of
the annual review of the effectiveness of internal audit.

2

Recommendations

2.1

That Members
(i)

note the findings of the annual review of the effectiveness of internal audit
for 2016-17;

(ii)

note that Internal Audit generally conforms to the Public Sector Internal
Audit Standards, is operating effectively and can be relied upon when
considering the Annual Governance Statement for 2016-17.

3

Key Issues and Reasons for Recommendation

3.1

The Public Sector Internal Audit Standards (PSIAS) require the Council to
undertake a periodic review of the effectiveness of its internal audit and
demonstrate conformance. The Quality Assurance & Improvement Programme
states that this will be an annual review for the Shared Internal Audit function.

3.2

The review has comprised:
i.

the Chief Internal Auditor has conducted a self-assessment of the section
in relation to compliance with the Public Sector Internal Audit Standards
(PSIAS) and the Local Government Application Note (LGAN); and

ITEM NO. 4.2
ii.

an independent review of the self-assessment was conducted by the
Head of Governance and Corporate Services.

iii.

An External Quality Assessment (EQA) carried out by Cipfa in November
2016. The outcome of this review was presented to the Audit &
Governance Committee in March 2017.

3.3

The review concluded that Internal Audit is effective and conforms sufficiently
with the requirements of PSIAS/LGAN to ensure that the opinion given in this
Annual Report can be relied upon for assurance purposes. The full results of
the review are given in a separate report to the Audit & Governance Committee.

3.4

One area of significant non-conformance with the standards was identified and
this relates to PSIAS 1110 Organisational Independence. The standards require
the “Chief Audit Executive” to report functionally to the Board and indicate that
this includes the Audit Committee Chair and Chief Executive commenting on the
Performance Development Review and the Audit Committee setting
remuneration for the “Chief Audit Executive”. This is not a common practice in
Local Government where Members do not routinely get involved in detailed
employment matters. It is felt that sufficient other safeguards to the
independence of Internal Audit are currently in place within the Council such as
allowing the Chief Internal Auditor the unfettered right of access to the Audit &
Governance Committee Chair and Managing Director to raise any concerns. It
is therefore felt that this area of non-conformance does not compromise the
effectiveness of Internal Audit although PSIAS/LGAN requires it to be disclosed
in the Annual Audit Report.

4

Relationship to Corporate Priorities

4.1

This report supports the Council’s Corporate Priorities as follows:
(i)

The system of internal control is a key element of the Council’s corporate
governance arrangements which cut across all corporate priorities.

5

Report Detail

5.1

This is the fifth review following the introduction of the Public Sector Internal
Audit Standards and Local Government Application Note (PSIAS/LGAN). The
Chief Internal Auditor has prepared a self-assessment against conformance with
these requirements as well as updating the self-assessment against the Role of
the Head of Internal Audit document.

5.2

The review by the Head of Governance and Corporate Services, which included
a review of both of the self-assessments, has confirmed the findings that there
were no areas of significant non-conformance with the PSIAS/LGAN or the
paper on the Role of the Head of Internal Audit. For the areas of partial
conformance the effectiveness of the section was not considered to be seriously
affected; a small number of the areas partial compliance with PSIAS/LGAN is
considered to be acceptable due to local circumstances.
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5.3

PSIAS/LGAN require any significant non-conformance with the Standards to be
disclosed in the Annual Audit Report. One area of significant non-conformance
with the standards was identified and this relates to PSIAS 1110 Organisational
Independence. The standards require that the “Chief Audit Executive” reports
functionally to the Board and indicate that this includes the Audit Committee
Chair and Chief Executive commenting on the PDR and the Audit Committee
setting remuneration for the “Chief Audit Executive”.

5.4

This is not a common practice in Local Government where Members do not
routinely get involved in detailed employment matters. There are sufficient other
safeguards to the independence of Internal Audit currently in place within the
Council such as allowing the Chief Internal Auditor the unfettered right of access
to the Audit & Governance Committee Chair and Managing Director to raise any
concerns. It is therefore considered that this area of non-conformance does not
compromise the effectiveness of Internal Audit.

5.5

For the areas of partial conformance the effectiveness of the section was not
considered to be seriously affected; a small number of areas of partial
conformance with PSIAS/LGAN is considered to be acceptable due to local
circumstances.

5.6

Summaries of the reviews of compliance are attached as follows:
(i)
(ii)

5.7

the Public Sector Internal Audit Standards and the Local Government
Application Note - attached at Appendix 1; and
the Cipfa paper on the Role of the Head of Internal Audit in Public Service
Organisations - attached at Appendix 2.

In addition to the compliance with professional standards the section has also
reviewed:
(i)
(ii)

the performance of the service ie the delivery of the audit plan; and
the quality of the service

More information on the performance of the Service is contained in the Annual
Internal Audit Report.
5.8

The review of the self-assessments by the Head of Governance and Corporate
Services was in agreement with the views of the Chief Internal Auditor.

5.9

The External Auditors have concluded that the internal audit service continues to
provide an independent and satisfactory service to the Council and that internal
audit work contributes to an effective internal control environment at the Council.

5.10 The review also takes into account the outcome of the External Quality
Assessment which was carried out in November 2017 and which was reported to
the Committee in March 2017. Appendix 3 contains a progress report on the
Recommendations made in the EQA.
5.11 From the review a small number of areas for improvement have been identified
and these are contained in an Improvement Plan which is attached as Appendix
4. This includes actions outstanding from the EQA Action plan.
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5.12 Overall, the review of the effectiveness of Internal Audit for 2016-17 has shown
that Internal Audit is operating effectively and generally conforms to the PSIAS.
Therefore the work of the Internal Audit Section can be relied upon when
considering the Annual Governance Statement for 2016-17.
6

Implications

6.1

Financial
None

6.2

Legal
None

6.3

Human Resources
None

6.4

Section 17 (Crime Prevention)
None

6.5

Human Rights Act
None

6.6

Data Protection
None

6.7

Risk Management
None

6.8

Equality & Diversity
None

6.9

Best Value
None

ITEM NO. 4.5
7

Appendices to the Report

Appendix 1:

Summary of Compliance with the Public Sector Internal Audit Standards
and the Local Government Application Note

Appendix 2:

Summary of Compliance with Cipfa’s paper on the Role of the Head of
Internal Audit.

Appendix 3:

External Quality Assessment Action Plan Progress Report

Appendix 4:

Improvement Plan

Previous Consideration
None
Background Papers
Files available from the Chief Internal Auditor

ITEM NO. 4.6
APPENDIX 1

SUMMARY OF CONFORMANCE WITH THE PUBLIC SECTOR INTERNAL AUDIT STANDARDS (PSIAS) AND LOCAL GOVERNMENT
APPLICATION NOTE (LGAN) – 2016-17

Y P N Comments
Conformance with the Standard
Mission of Internal Audit
The working practices of the Internal Audit
The PSIAS sets out the Mission of Internal Audit as “To enhance and protect organisational value by providing
risk-based and objective assurance, advice and insight.”
function are in accordance with this
mission.
Definition of Internal Auditing
Internal Audit has adopted the PSIAS
The PSIAS defines Internal Audit as - “Internal auditing is an independent, objective assurance and consulting
activity designed to add value and improve an organisation’s operations. It helps an organisation accomplish its
definition and this is included in the Audit
objectives by bringing a systematic, disciplined approach to evaluate and improve the effectiveness of risk
Charter
management, control and governance processes.”
Core Principles for the Professional Practice of Internal Audit
The section complies with these principles
The PSIAS sets out the Core Principles as follows.
in general but some work is needed to
• Demonstrates integrity.
update documentation and working
• Demonstrates competence and due professional care.
practices to ensure that evidence of this is
• Is objective and free from undue influence (independent).
retained. In particular, documented
• Aligns with the strategies, objectives, and risks of the organisation.
safeguards need to be put in place to
• Is appropriately positioned and adequately resourced.
protect the independence of Audit as the
• Demonstrates quality and continuous improvement.
Chief Internal Auditor is taking on non• Communicates effectively.
audit responsibilities from 1st April 2017.
• Provides risk-based assurance.
• Is insightful, proactive, and future-focused.
• Promotes organisational improvement.
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Y P N Comments
Conformance with the Standard
Code of Ethics
Internal Audit complies with the Code of
The Code of Ethics contained in PSIAS applies to all Internal Auditors working in the Public Sector in addition to
any requirements placed on them by other professional bodies. It is aimed at promoting an ethical culture across
Ethics and a copy of this has been issued
the profession of Internal Audit and is seen as essential in ensuring the trust placed in Internal Auditors to provide
to all members of the team.
objective assurance about the organisation’s risk management, control and governance arrangements.
The Code of Ethics covers the following areas:
• Integrity
• Objectivity
• Confidentiality
• Competency
Public Sector Internal Auditors are also required by PSIAS to have regard to the “Seven Principles of Public Life”
as defined by the Committee on Standards in Public Life which cover:
• Selflessness
• Integrity
• Objectivity
• Accountability
• Openness
• Honesty
• Leadership

ITEM NO. 4.8
Conformance with the Standard
Attribute Standards

Y P N Comments

1000 – Purpose, Authority and Responsibility
The purpose, authority and responsibility of the internal audit activity must be formally defined in an audit charter.
The internal audit charter is a formal document setting out:
• internal audit’s position within the organisation;
• its reporting lines;
• access to personnel, information and records;
• the scope of internal audit activities
• define what the term “board” means (It is anticipated that the Audit Committee will generally fulfil the
duties assigned to the board for the Council.)
The charter must be periodically reviewed and presented to senior management and the board.

The current Charter was approved by the
Audit & Governance Committee in June
2016 when it was updated to build in the
Mission and Core Principles.
A review of the Charter will be carried out
in 2017 to update further PSIAS changes
and to take into account the non-audit
duties taken on by the Chief Internal
Auditor.
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Conformance with the Standard
1100 – Independence & Objectivity
Internal Audit activity must be independent and internal auditors must be objective in performing their work. This
comes from the position of Internal Audit in the organisation and ensuring that Internal Audit management has
unrestricted access to the Audit Committee and Senior Managers should this be necessary. Internal Auditors
should also not be compromised in their work by personal views or having operational responsibility for other
areas. Any impairments or potential to independence or objectivity must be reported to appropriate parties.
Organisational independence is effectively achieved when the chief audit executive reports functionally to the
board. Examples of functional reporting to the board involve the board:
• approving the internal audit charter;
• approving the risk based internal audit plan;
• approving the internal audit budget and resource plan;
• receiving communications from the chief audit executive on the internal audit activity’s performance
relative to its plan and other matters;
• approving decisions regarding the appointment and removal of the chief audit executive;
• approving the remuneration of the chief audit executive; and
• making appropriate enquiries of management and the chief audit executive to determine whether there
are inappropriate scope or resource limitations.
Governance requirements in the UK public sector would not generally involve the board approving the CAE’s
remuneration specifically. The underlying principle is that the independence of the CAE is safeguarded by
ensuring that his or her remuneration or performance assessment is not inappropriately influenced by those
subject to audit. In the UK public sector this can be achieved by ensuring that the chief executive (or equivalent)
undertakes, countersigns, contributes feedback to or reviews the performance appraisal of the CAE and that
feedback is also sought from the chair of the audit committee.

Y P N Comments
The Terms of Reference for the Audit
Committee need updating to reflect their
role in approving the Audit Charter.

The Chair of the Audit & Governance
Committee does not have a role in the
appointment of the “Chief Audit Executive”
or contribute feedback to the PDR. This is
outside the scope of normal Council
operations and is the only major area of
non-conformance with PSIAS. However
the Head of Governance & Corporate
Services who manages the Chief Internal
Auditor is directly managed by the
Managing Director and any concerns from
the Managing Director relating to Internal
Audit would be raised with her.

ITEM NO. 4.10
Conformance with the Standard
1200 – Proficiency & Due Professional Care
The Internal Audit Team should have the correct knowledge, skills and competencies for the work that it carries
out and to ensure they enhance knowledge and skills through Continuing Professional Development. The PSIAS
specifically requires the “Chief Audit Executive” to hold a relevant professional qualification. Due professional
care must be taken to ensure appropriate work is undertaken to identify risks, support findings and meet the
objectives of all work undertaken.

Y P N Comments
The Chief Internal Auditor and one of the
Senior Auditors are Cipfa Qualified and we
have 1 ACCA, 1 IIA and 1 AAT qualified
members in the team. The annual PDR
process ensures members of the team
follow CPD requirements.
Working practices are defined and have
been clarified further with the development
of the new methodology.
A competency framework has been
produced and is used to inform the PDR
process.

1300 – Quality Assurance and Improvement Programme
A quality assurance and improvement programme is designed to:
• allow an assessment of Internal Audit’s activity against the PSIAS requirements;
• to assess the efficiency and effectiveness of Internal Audit’s activity;
• identify opportunities for improvement.
This requires both internal and external assessments to be performed. The PSIAS requires an independent
external assessment to be carried our at least once every five years. Both internal and external assessments
have to be carried out by individuals or organisations who have sufficient knowledge of Internal Audit standards
and operation.
The outcome of the review must be reported to the Board and Senior Management as part of the Internal Audit
Annual Report which must disclose any areas of non-conformance with PSIAS. Where these are significant they
should be considered for inclusion in the Annual Governance Statement.

A QAIP was approved by the Audit
Committee in June 2015.

The section had its EQA in November
2016 which stated that the there were no
areas of non-compliance which would
affect the scope or operation of the
section. The Report and Action Plan was
presented to both Audit Committees in
March 2017.

ITEM NO. 4.11
Conformance with the Standard
Performance Standards

Y P N Comments

2000 – Managing the Internal Audit Activity
The Chief Audit Executive must effectively manage the internal audit activity to ensure it adds value to the
organisation.
This includes the development of a risk based audit plan to inform the Annual Audit Opinion. The Plan should be
presented to Senior Management and the Board for approval. The Chief Audit Executive should ensure the
resources available to the team are sufficient, appropriate and effective to deliver the audit plan and that any
limitations which may impact on the plan or the annual audit opinion are reported to the Board.
Where possible the work of Internal Audit should be coordinated with other providers of assurance to ensure
appropriate coverage and minimise duplication.

Internal Audit’s activity must be reported to Senior Management and the Board. This should include performance
in delivering the audit plan, significant risks or control issues identified and any other relevant matters.

The team follow a risk based plan which is
approved by Leadership Team and the
Audit & Governance Committee
A detailed assurance map has not been
developed due to time and resources
pressures. An overview of other assurance
providers is obtained where possible.
Performance is reported quarterly to the
Head of Governance & Corporate
Services and the Audit & Governance
Committee

2100 – Nature of Work
Internal Audit’s activity must evaluate and contribute to the improvement of governance, risk management and
control processes using a systematic and disciplined approach.

The Internal Audit team provide
recommendations as part of their work
which will improve the Council’s
governance framework. In addition ad hoc
advice and consultancy is provided in
relation to changes in systems.

ITEM NO. 4.12
Conformance with the Standard
2200 – Engagement Planning
A plan/brief should be prepared for each piece of audit work carried out to include the scope, objectives, timing
and resource allocation. The scope should be sufficient to contribute to the annual audit opinion. Sufficient and
appropriate resources should be identified for each review to achieve the intended objectives of the review.

Y P N Comments
Internal Audit has defined procedures
which include producing and agreeing a
brief for each assignment. The annual
audit plan is produced to provide adequate
coverage to inform the annual audit
opinion
The revised working practices have shifted
the focus of audit work to further improve
testing of key risks for areas under review.
However limitations in the Council’s Risk
Management Process have limited the
Sections ability to rely on risk registers.
Therefore Internal Audit has to perform its
own risk identification process as part of
each audit.
Supervision of engagements is more
continuous throughout the audit rather
than all being at the end of the work.

2300 – Performing the Engagement
Internal Auditors should identify sufficient, reliable, relevant and useful information to achieve the objectives of the
review. Conclusions should be based on the results of appropriate analysis and evaluation of the evidence and
sufficient information documented to allow the testing to be repeated.

All assignments are completed in line with
agreed working practices and are
subjected to a file review process to verify
that
the
conclusions
and
recommendations made are supported by
sufficient
evidence
derived
from
appropriate audit testing.

ITEM NO. 4.13
Conformance with the Standard
2400 – Communicating Results

Y P N Comments

Results of audit work should be reported and where the section issues an opinion or conclusion it must be
supported by sufficient relevant information. Communications must be accurate, clear, concise and timely and
issued to appropriate parties. In the Public Sector an annual audit report containing an audit opinion must be
issued so that it can be used by the organisation to inform its Annual Governance Statement.
2500 – Monitoring Progress

See 2300 above

The results of audit work should be monitored to identify that management actions are being effectively
implemented or that management accepts the risks of not taking action.

All action plans are agreed by
management or acceptance of risks
relating to non-implementation is obtained.
Internal Audit follow-up areas which are
not deemed to be effective to monitor the
progress made in implementing the
agreed recommendations. The Audit
reports refer to the Council’s risk
management framework/risk appetite
when providing audit opinions and
classifying recommendations.

2600 – Communicating the Acceptance of Risks
When the Chief Audit Executive concludes that management has accepted a level of risk that may be
unacceptable to the organisation, the Chief Audit Executive must discuss the matter with senior management. If
the Chief Audit Executive determines the matter has not been satisfactorily resolved they should communicate
the information to the board.

A process is in place where such matters
would be discussed initially with the
relevant member of Leadership Team.
Areas where management are accepting a
significant risk without some action would
be reported to the Audit & Governance
Committee for consideration. However it is
noted that the need for this rarely occurs.

ITEM NO. 4.14
APPENDIX 2
SUMMARY OF COMPLIANCE WITH THE CIPFA PAPER ON THE ROLE OF HEAD OF INTERNAL AUDIT – 2016-17
Adherence to the Standard
1. The Head of Internal Audit (HIA) in a Local Authority plays a critical role in delivering the organisation’s strategic objectives by championing best practice in
governance, objectively assessing the adequacy of governance and management of existing risks, commenting on responses to emerging risks and proposed
developments.
Chief Internal Auditor’s (CIA) role in governance and how it fits with other key officers (s151, Head of Paid Service & Monitoring Officer) is defined in the Job Description
Managers do not always adequately consult with Internal Audit on changes to systems or new projects/initiatives to ensure adequate governance arrangements are in place.
However most major changes in processes are consulted on.
The Council have a number of policies in place relating to conduct of employees and governance arrangements. However a number of these are in need of updating and
more work needs to be done to promote compliance with the policies across the Council.
HIA does promote good governance, behaviour and high standards across the authority.
There is a corporate requirement to report suspected or confirmed frauds to Internal Audit
2. The HIA in a Local Authority plays a critical role in delivering the organisation’s strategic objectives by giving an objective and evidence based opinion on all
aspects of governance, risk management and internal control.
Internal Audit is separate to External Audit and the HIA does not manage other operational services. IA has defined terms of reference which cover key relationships as well
as reporting arrangements. The CIA has arrangements for providing an opinion on the governance arrangements which feeds into the Annual Governance Statement but the
HIA is not responsible for writing the AGS.
The Council does not have a clear system to prompt reviews of key policies on a periodic basis. This means that policies which ensure and promote good governance are
not always regularly reviewed and updated.
HIA has responsibility and the remit to review the Council’s control environment and governance arrangements including risk management and significant partnerships, the
result of audit work is reported and an annual opinion provided. The HIA liaises with External Audit to share knowledge and maximise the use of resources but EA do not
direct the work of IA.
The HIA is able to report in their own name without fear or favour. The HIA works well with other key officers to bring key issues to the attention of the Leadership Team &
Audit & Governance Committee to ensure significant recommendations are implemented.
3. The HIA in a Local Authority must be a senior manager with regular and open engagement across the organisation, particularly with the Leadership Team and
with the Audit Committee.
HIA functions are generally carried out by the Chief Internal Auditor although some aspects are shared with the Head of Governance & Corporate Services. Both these
officers are sufficiently senior and independent within the Council’s structure to allow the HIA role to be carried out effectively. Internal Audit have unfettered right to
documents and to seek explanations.

Yes

Partial

No

ITEM NO. 4.15
Adherence to the Standard
The Chief Internal Auditor is managed by the Head of Governance & Corporate Services who is part of the Leadership Team. Both officers work to raise the profile of
Internal Audit.
The Council has an audit committee which operates in line with best practice. The terms of reference for the Committee and IA set out the relationships of the Chief Internal
Auditor to the committee.
The Audit Strategy and Audit plan are discussed with the Leadership Team and the Audit & Governance Committee prior to being finalised.
4. The HIA in a Local Authority must lead and direct an internal audit service that is resourced and fit for purpose.
Internal Audit aims to meet the needs of the council and external stakeholders. IA has established an appropriate quality assurance framework and the team are always
looking for ways to develop the effectiveness of the service. The IA team aim to lead by example with high standards including integrity, objectivity, openness, competence
and confidentiality.
Where resources/skills are lacking in-house (eg IT Audit) the section looks to bring in outside expertise. During the Audit Plan process the CIA assesses resources against
the need to carry out a satisfactory level of audit work to inform the annual opinion. Adequate recruitment procedures exist to select appropriate employees/suppliers to
deliver internal audit work. The skills and needs of the team are assessed and training is sought to maintain/develop appropriate skills.
5. The HIA in a Local Authority must be professionally qualified and suitably experienced.
The Chief Internal Auditor is Cipfa qualified and suitably experienced Internal Auditor to effectively perform the role. The CIA adheres to professional and Internal Audit
standards.
The Chief Internal Auditor has sufficient knowledge of the Internal Audit and regulatory environment as well as an awareness of the full range of the Council’s activities and
processes.

Yes

Partial

No

ITEM NO. 4.16
APPENDIX 3
EXTERNAL QUALITY ASSESSMENT ACTION PLAN PROGRESS REPORT
Recommendation

Rec
No
R1

Expand the audit assignment brief to give greater emphasis to:
•

Risk

•

Fraud risks

•

Errors

•

Non-compliance

•

Opportunities for adding value

•

Value for money arrangements

R2

Ensure all appropriate people receive both the audit brief and report

R3

Continue to work with auditors to develop the risk focus of their work
through improved documentation and further training and guidance

R4

Report audit activity during and at the end of the year to senior
management, with the CIA presenting those reports

Response

Responsible
officer

Action date

Progress Update

Agree – will look to refine process and amend brief to
become more of a planning document to provide
required evidence

Chief Internal
Auditor

1/4/17

Implemented

Process does try to identify key recipients/client
contacts but will review to ensure greater clarity in
the process. We may consider developing a leaflet
for auditees setting out roles & responsibilities,
contacts etc assist with this
Work is continuing to develop and refine working
practices and documentation to improve the risk
focus of work. Support and Training will continue to
be given to the Auditors to help their understanding
of and focus on risks.

Chief Internal
Auditor

Immediate

Implemented

Chief Internal
Auditor

Ongoing

Chief Internal
Auditor

30/6/17

Ongoing – work with the
Audit Team was already in
progress and development
of processes and staff
knowledge & skills remains
focused on this
Initial Discussions have
taken place – Added as
action to the Improvement
Plan for Internal Audit

Key reports already circulated informally to
Leadership Team by CIA directly and CIA meets with
each HoS to discuss the plan and individual
concerns in the area. We had moved away from
formally presenting reports at LT. Will consider
reintroducing a formal presentation to LT on the
Annual Report to discuss key issues arising from the
findings and the level of CIA Assurance initially.

ITEM NO. 4.17
Rec
No

Recommendation

Response

R5

The CIA should meet privately with the audit committee at least once a
year

This will be explored with the Committees

R6

Include guidance on raising serious interim findings with management
in the audit manual

Audit documentation will be revised to include this

R7

Include ethics work in the audit plan

R8

Complete the IT governance work and include in future audit plans

R9

Shift audit planning to be entirely risk based

CIA is working on developing an approach to ethics
audits and will aim to include some ethics audit work
on 2017-18 Audit Plan.
The IT Governance Framework
identifications/documentation work is ongoing and
the intention has always been to use this as the
basis for IT Audit Work.
This is an ongoing process to become fully risk
based but it is taking time to become fully embedded.
Further work will be carried out to ensure this occurs

R10

Outline the engagement’s objectives and scope in the audit report,
perhaps by including audit brief as an appendix to audit reports

R11

Ensure that audits are sent out in the name of the CIA, perhaps by
including the CIA’s name on audit reports

The content and format of the report and other
documentation will be reviewed to ensure that the
objectives and scope of the review is appropriately
communicated,
As part of the review of documentation greater clarity
will be provided to demonstrate that all audit reports
are issued in the name of the CIA

Responsible
officer

Action date

Progress Update

Chief Internal
Auditor/
Head of
Governance &
Corporate Services/
Head of Law &
Administration
Chief Internal
Auditor

31/3/17

Initial Discussions have
taken place action added to
the Improvement Plan for
Internal Audit

1/4/17

Chief Internal
Auditor

1/4/17

Chief Internal
Auditor

1/4/17

An action to update the
Audit Manual has been
added to the Improvement
Plan
Implemented – ethics work
programme is being
developed.
Ongoing – the team are
working with the Head of
Technology to develop this.

Chief Internal
Auditor

Ongoing

Chief Internal
Auditor

1/4/17

Ongoing – work continues to
ensure the procedures and
working practices are fully
risk based.
Implemented

Chief Internal
Auditor

1/4/17

Implemented

ITEM NO. 4.18
APPENDIX 4
IMPROVEMENT PLAN FOR INTERNAL AUDIT – 2016-17
Source

Actions

Person Responsible for
Implementation

Timescale

PSIAS

The Terms of Reference for the Audit Committees to include specific reference to the Committee approving
the Audit Charter and QAIP

Head of Governance &
Corporate Services/
Head of Law &
Administration

March 2018

PSIAS

The Internal Audit Charter requires update to reflect the new PSIAS which became effective 1st April 2017

Chief Internal Auditor

September
2017

PSIAS

Work is needed to develop evidence to show conformance with the Core Principles and to document
safeguards for the independence of audit due to the Chief Internal Auditor taking on non-audit responsibilities
from 1st April 2017. These will be included in the Audit Charter and other documents

Chief Internal Auditor

September
2017

PSIAS/
EQA

Changes to processes following the External Quality Assessment & PSIAS need to be include in the revised
Audit Manual and Working Practice documentation.

Chief Internal Auditor

September
2017

EQA

Further exploration is needed to reintroduce formal reporting to Leadership Team and in relation to the CIA
having a private meeting with the Members of the Audit & Governance Committee at least annually.

Chief Internal Auditor/
Head of Governance &
Corporate Services

September
2017

EQA

Guidance on raising serious interim findings needs to be included in the Audit Manual and working practice
documentation

Chief Internal Auditor

September
2017
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1

Purpose of Report

1.1

To present the Internal Audit Annual Report for 2016-17.

2

Recommendations

1.2

That the Committee note the Internal Audit Annual Report for 2016-17.

3

Key Issues and Reasons for Recommendation

3.1

Based on the work undertaken during the year and the implementation by
management of the audit recommendations, Internal Audit can provide
reasonable assurance that the Council’s governance arrangements including
systems of internal control were operating adequately.

4

Relationship to Corporate Priorities

4.1

The system of internal control is a key element of the Council’s corporate
governance arrangements which cuts across all corporate priorities.

5

Report Detail

5.1

Management are responsible for the control environment and should set in place
policies and procedures to help ensure that the system is functioning correctly.
Internal Audit review, appraise and report on the effectiveness of the system of
internal control.

ITEM NO. 5.2
5.2

The Internal Audit Annual Report (attached as Annex 1) is the culmination of the
work of the Section during the course of the year and seeks to:•
•
•

provide an opinion on the adequacy of the control environment;
comment on the nature and extent of significant risks; and
report the incidence of significant control failings or weaknesses.

5.3

The report is a snapshot view of the areas at the time that they were reviewed
and does not necessarily reflect the actions that have been or are being taken
by managers to address the weaknesses identified. The inclusion or comment
on any area or function in this report does not indicate that the matters are being
escalated to Members for further action. Internal Audit routinely follow-up the
recommendations that have been made and will bring to the attention of the
committee any relevant areas where significant weaknesses have not been
addressed by managers. Most of the significant findings from the audits have
been reported to the Committee in the Quarterly Progress Reports, the
significant findings from the audits issued in Quarter 4 are the exception to this
and are attached as Appendix 1 for information.

5.4

The Internal Audit Annual Report is one of the sources of assurance that is used
to support the Council’s Annual Governance Statement

6

Implications

6.1

Financial
None

6.2

Legal
None

6.3

Human Resources
None

6.4

Section 17 (Crime Prevention)
None

6.5

Human Rights Act
None

6.6

Data Protection
None

6.7

Risk Management
None

ITEM NO. 5.3
6.8

Equality & Diversity
None

6.9

Best Value
None

7

Appendices to the Report
Appendix 1 Appendix 2 -

Summary of Significant Findings Quarter 4 Audits
Internal Audit Annual Report for 2016-17

Previous Consideration
None.

Background Papers
Files held by the Chief Internal Auditor

ITEM NO. 5.4
Internal Audit

Quarter 4 Report 2016-17
Appendix 1
Summary of Significant Findings for Audits Issued in Quarter 4

A summary of the findings is provided in the quarterly reports for any audits not given Substantial Assurance. As there is no Quarter 4
progress report for consistency a summary of the Quarter 4 audits is included below.
Audit

Civil Contingencies

Service Lead
Officer

Head of
Governance

Number of
Recommendations

3

•

There is a need for a strategy for dealing with Major
Incidents to be produced to pull together the existing
Incident Response Guides and other procedures

•

There is a need to review the Local Risk Assessment
against the Staffordshire Community Risk Register and to
document reasons where the two documents are not in
alignment.

•

There is a need to finalise the review of current Service
Business Continuity Plans (BCP) and update the Corporate
BCP Strategy. There is a need to carry out a test of the
BCP.

Partial

Bank Reconciliation

Head of Financial Summary Memo
Management
issued

Partial

Housing Benefits

Head of Financial
Management

Partial

2

Comments & Key Issues

Assurance

The key reason the Bank Reconciliation is Partial is due to the
lack of review & sign-off of the reconciliations for April to
September 2016. This issues has also been reported to the
Audit Committee by the External Auditors
Work was needed to review the level of supervisory review
checking that was carried out in relation to claims. This is linked
to the finding of the External Auditor in the Grant Claim Audit.

ITEM NO. 5.5
Internal Audit
Audit

Quarter 4 Report 2016-17
Service Lead
Officer

Private Sector
Housing Grants

Head of
Environmental
Health

Stores Function

Head of
Housing &
Waste
Management

Allocations & Voids

Pensions Assurance

Head of
Housing &
Waste
Management

Head of Human
Resources

Number of
Recommendations

13

Summary Memo
Issued

6

Comments & Key Issues

Assurance

Partial

Partial

Partial

Substantial

• A number of recommendations were made in relation to
documentary and policy updates which were needed to be
done in preparation for brining the function back in house
from April 2017.
• Other recommendations related to the lack of accuracy and
failure to complete forms in full by the Housing Improvement
Agency. This arrangement is due to end in March 2017.
• Funding arrangements from Staffordshire County Council
were not finalised at the time of the audit, which led to a lack
of clarity over the amount of work, which could be funded in
the year.
• A number of recommendations were made to improve
controls in relation to the operation of the stores following on
from the Special Investigation.
•

These included independent stock-takes, regular verification
of Van Stocks and improvements in the Intruder Alarm
System in the building.

•

Work was required to review the processes for dealing with
void properties to improve the turnaround times

•

There was a need to review the Decorating Allowance
Scheme to ensure all retailers understood to the terms and
conditions.

•

Cash handling processes need to be improved.

ITEM NO. 5.6
Internal Audit
Audit

Quarter 4 Report 2016-17
Service Lead
Officer

Number of
Recommendations

Assurance

Council Tax

Head of Financial
Management

Substantial

National NonDomestic Rates

Head of Financial
Management

Substantial

Head of
Economic
Development

Substantial

Head of Financial
Management

Substantial

Development
Control
Fairer Charging
Service

Services led by Stafford Borough Council as part of Shared Services

Comments & Key Issues

ITEM NO. 5.7
Internal Audit

Quarter 4 Report 2016-17

Audits in Progress
The areas below were in progress but not completed by the end of the year. They will be carried over and completed at the start of the
2017-18 year.
Audit
Policy Management & Implementation
(IT Audit)

Service Management including Service
Desk (IT Audit)

BACS Application (IT Audit)

Sundry Debtors

Head of Service

Comments

Head of Technology

Delays in accessing staff within IT and the
scheduling of the work of the IT Contractor meant
that this audit was still in progress at the end of the
year.

Head of Technology

Delays in accessing staff within IT and the
scheduling of the work of the IT Contractor meant
that this audit was still in progress at the end of the
year.

Head of Technology/Head of
Financial Management

Delays in accessing staff within IT & Finance and
the scheduling of the work of the IT Contractor
meant that this audit was still in progress at the
end of the year.

Head of Financial Management

Delays in other audits and obtaining access to
Finance Staff at year-end meant that this audit
could not be completed by the Year-end.

Appendix 2

Cannock Chase
District Council
Internal Audit
Annual Report
2016-17
June 2017
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1.

INTRODUCTION

1.1

The Internal Audit Service is a shared service with Stafford Borough Council.
This report highlights the work carried out by Internal Audit to deliver the
Annual Audit Opinion for Cannock Chase District Council.
The Annual Reporting Process

1.2

Internal Audit is an assurance function that primarily provides an independent
and objective opinion to the Council on its governance arrangements,
comprising of risk management and internal control. Internal Audit objectively
examines, evaluates and reports on the adequacy of the Council’s governance
arrangements as a contribution to the proper, economic, efficient and effective
use of resources. Responsibility for governance rests fully with Managers, who
should establish and maintain an adequate system of internal control to enable
them to discharge their responsibilities and to ensure that the Council’s
resources are properly applied in the manner and on the activities intended.

1.3

This report is the culmination of the work of the Internal Audit Section during
the course of the year and seeks to:
•
•
•

provide an opinion on the adequacy of the control environment;
comment on the nature and extent of significant risks; and
report the incidence of significant control failings or weaknesses.

1.4

It provides a summary of the work of the Section throughout 2016-17. As such
it presents a snapshot picture of the areas at the time that they were reviewed
and does not necessarily reflect the actions that have been or are being taken
by Managers to address the weaknesses identified. The inclusion or comment
on any area or function in this report does not indicate that the matters are
being escalated to Members for further action. Internal Audit routinely followup the recommendations that have been made and will bring any relevant
areas where significant weaknesses have not been addressed by managers to
the attention of the Audit & Governance Committee if and when it is deemed
appropriate.

1.5

Internal Audit has adopted an exception based reporting methodology, as
such only those areas where weaknesses have been identified are reported
on.
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Requirement for Internal Audit
1.6

The requirement for an Internal Audit function derives from local government
legislation, including section 151 of the Local Government Act 1972 which
requires authorities to “make arrangements for the proper administration of
their financial affairs”. Proper administration is interpreted in this legislation to
include Internal Audit. More specific requirements are detailed in the Accounts
and Audit Regulations 2015, in that a relevant body must “undertake an
effective internal audit to evaluate the effectiveness of its risk management,
control and governance processes, taking into account public sector internal
audit standards or guidance”.

2.

REVIEW OF CONTROL ENVIRONMENT
How the Control Environment is Reviewed

2.1

Internal Audit operates to a risk based audit plan. The audit plan is risk
assessed each year to ensure that suitable audit time and resources are
devoted to reviewing the more significant areas of risk.

2.2

This risk based approach to audit planning results in a comprehensive range
of audits being undertaken during the course of the year to support the overall
opinion on the control environment.
Internal Audit Opinion for 2016-17 and the Annual Governance Statement
(AGS)

2.3

Regulation 3 of the Accounts & Audit Regulations 2015 require that the
Council:“must ensure that it has a sound system of internal control which—
(a) facilitates the effective exercise of its functions and the
achievement of its aims and objectives;
(b) ensures that the financial and operational management of
the authority is effective; and
(c) includes effective arrangements for the management of risk.

2.4

In addition regulation 6 of the Accounts and Audit Regulations 2015 requires
that the Council:“must, each financial year—
(a) conduct a review of the effectiveness of the system of
internal control required by regulation 3; and
(b) prepare an annual governance statement;”
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2.5

Internal Audit, along with other assurance processes of the Council, have a
responsibility to provide assurance from the work they undertake during the
year in respect of the control environment operating within the Council to feed
into this review.

2.6 Based on the work undertaken during the year and the implementation
by management of the audit recommendations, Internal Audit can
provide partial assurance that the Council’s governance
arrangements including risk management and systems of internal
control were operating adequately and there were no instances where
any breakdown of control resulted in a material discrepancy.
2.7

No system of control can provide absolute assurance against material
misstatement or loss, nor can Internal Audit give that assurance. This
statement is intended to provide reasonable assurance that there is an
ongoing process for identifying, evaluating and managing the key risks. These
risks are reflected in the audit plan and are the subject of separate reports
during the course of the year.

2.8

Whilst no material discrepancies have been identified, instances of control
weaknesses and gaps in management controls have been found. If these are
not addressed they could result in significant failings in the Council’s
governance arrangements. More details are given in 3.7 - 3.8 below.

3.

SIGNIFICANT ISSUES ARISING 2016-17

3.1

Each system/area audited is given a level of assurance based on the
presence and effectiveness of the controls in place. Three levels of assurance
are currently used and the definitions for each are contained in appendices 1a
to 1c.

3.2

A summary of the level of assurance given to each audit is given in the table
below.

Substantial
Number of
Audits

5

Assurance
Partial
13

Limited
0

3.3

No audits have been classified as Limited Assurance in the year.

3.4

13 areas have been classified as Partial Assurance. Action is planned or in
progress in relation to the areas which have been classified as Partial. Details
of these audits can be found in Appendix 1b.
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3.5

A list of the 5 audits classified as Substantial Assurance can be found in
Appendix 1c

3.6

The quarterly Internal Audit reports provide a commentary on audits classified
as Partial or Limited Assurance. An annex accompanying this report contains
the commentary for the audits issued in Quarter 4 which have not featured in
one of the quarterly reports.

3.7

The Internal Audit Section did not identify any significant weaknesses in
relation to any of the Council’s key financial systems and core governance
processes which were examined in 2016-17. However it was identified that
due to limitations in resources and narrowing of focus some of the Council’s
main assurance functions are not operating as effectively as they could do in
providing assurance to management about the front-line service delivery
functions.

3.8

Recurring themes were identified across the year by Internal Audit. The most
common of these related to minor compliance issues in low risk systems or
where other compensating controls exist. We have also continued to see signs
of supervisory/management controls not being applied regularly or at all.
Internal Audit are looking to roll-out work to develop an Assurance Framework
for the key processes at the Council which will hopefully help to address the
weaknesses appearing in these areas. This is currently being trialled with the
Technology Service.

3.9

In addition to the main audit work the section also followed-up the progress
made in relation to Audit Recommendations where the audit was not issued
with a Substantial opinion. This usually occurs around 6 months after the
report has been finalised.

3.10 After the follow-up had been completed all 4 areas followed-up in the year
remained Partial Assurance due to insufficient progress being made in
implementing the recommendations.
3.11 In total 9 recommendations were followed-up in relation to Cannock Chase DC
work of which 7 or 78% had been implemented or were in progress at the time
of the follow-up and 1 had been superseded.
3.12 The audits remaining partial were Leisure & Culture Major Projects, Land
Charges, Risk Management and Housing Maintenance. All recommendations
were still in progress apart from one on the Leisure and Culture Major Projects
which was not going to be implemented – this was a recommendation for the
development of a Corporate Project Management methodology to be used for
all major projects.
3.13 More details on the follow-ups can be found in Appendix 2.
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4 AUDIT PERFORMANCE
4.1

The table below indicates the Section’s performance against the audit plan for
2016-17
2016-17

2015-16

Planned

Actual

Actual %

Target %

Actual

Original Plan

30

18

60%

90%

89%

Revised Plan

23

18

78%

90%

100%

4.2

Eighteen audits were completed in the year out of the twenty three planned for
in the original 2016-17 Audit Plan.

4.3

Seven audits were deferred in consultation with the relevant managers to
define a revised audit plan for the year. These were Lease Holder Recharges,
Managing Welfare Reform, Non-Housing Maintenance, Residents & Tenants
Support & Advice Arrangements, E-Payments and Residual Cash Income,
Central Control and Capital Strategy & Capital Programme.

4.4

The Audit & Governance Committee approved the revised audit plan at its
March 2017 meeting.

4.5

Some of the ongoing issues remained which meant that four of the audits in
progress had not been completed to Draft stage in the year. These will be
completed in the 2017-18 year. The audits in progress were Policy
Management & Implementation (IT Audit), Service Management including
Service Desk (IT Audit), BACS Application (IT Audit) and Sundry Debtors.

4.6

In addition to the audit plan the Section has also carried out a number of other
pieces of ad hoc work and minor consultancy exercises.

5 FRAUD & IRREGULARITY WORK
Pro-active Fraud work
5.1

The Internal Audit section has taken a proactive approach to the prevention /
detection of fraud and corruption. During the year it has:•
•

Continued membership of the Midlands Fraud Sub Group;
Worked to identify best practice contained in the Cipfa Code of Practice on
Managing the Risk of Fraud.
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Fraud/Irregularity Investigations
5.2

The team has been involved in a special investigation relating to a theft from
the Council’s stores by an employee. This resulted in a dismissal and a
criminal conviction. Although the thefts were picked up through existing
controls some recommendations have been made to further strengthen the
controls in place.

5.3

No allegations have been received through the Council’s Confidential
Reporting or Anti-fraud and Bribery frameworks in the year.
National Fraud Initiative Datamatching

5.4

The Council is a statutory participant in the Cabinet Office’s National Fraud
Initiative (NFI) exercise which is carried out every 2 years. The 2016-17
matches have recently been received and are being reviewed by the relevant
departments.

6 REVIEW OF THE EFFECTIVENESS OF INTERNAL AUDIT
6.1

A review of the effectiveness of the system of Internal Audit has been
undertaken within the year as part of the Quality Assurance and Improvement
Programme as required by PSIAS. There were three key elements to the
review:i. the Chief Internal Auditor has conducted a self-assessment of the section
in relation to compliance with the Public Sector Internal Audit Standards
(PSIAS) and the Local Government Application Note (LGAN); and
ii. an independent review of the self-assessment was conducted by the Head
of Governance.
iii. An External Quality Assessment carried out by Cipfa in November 2016.
The outcome of this review was presented to the Audit Committee in March
2017.

6.2

The review concluded that Internal Audit is effective and conforms sufficiently
with the requirements of PSIAS/LGAN to ensure that the opinion given in this
Annual Report can be relied upon for assurance purposes. The full results of
the review are given in a separate report to the Audit and Governance
Committee.

6.3

One area of significant non-conformance with the standards was identified and
this relates to PSIAS 1110 Organisational Independence. The standards
require the “Chief Audit Executive” to report functionally to the Board and
indicate that this includes the Audit Committee Chair and Chief Executive
commenting on the Performance Development Review and the Audit
Committee setting remuneration for the “Chief Audit Executive”.
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6.4

This is not a common practice in Local Government where Members do not
routinely get involved in detailed employment matters. It is felt that sufficient
other safeguards to the independence of Internal Audit are currently in place
within the Council such as allowing the Chief Internal Auditor the unfettered
right of access to the Audit Committee Chair and Chief Executive to raise any
concerns. It is therefore felt that this area of non-conformance does not
compromise the effectiveness of Internal Audit although PSIAS/LGAN requires
it to be disclosed in the Annual Audit Report.

6.5

The External Auditors, Grant Thornton, have concluded that “the internal audit
service continues to provide an independent and satisfactory service to the
Council and that internal audit work contributes to an effective internal control
environment at the Council”.

6.6

In order to ensure the quality of each audit, one of the Senior Auditors, the
Principal Auditor or the Chief Internal Auditor carries out a file review for each
audit prior to the reports being issued. The Chief Internal Auditor also reviews
each report to sign it off. These processes form part of the internal quality
assurance process and helps to provide a consistent approach between the
auditors.
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Appendix 1a
Audits Planned and Completed in 2016-17 by Assurance Level
Limited
Definition

One or more High (Red) risks are lacking appropriate controls and/or
controls are not operating effectively to manage the risks.
Immediate action is required by management to address the
weaknesses identified in accordance with the agreed action plan

There were no Limited Assurance Audits issued in 2016-17
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Appendix 1b
Partial
Definition

One or more Medium (Amber) risks are lacking appropriate controls
and/or controls are not operating effectively to manage the risks.
Prompt action is required by management to address the weaknesses
identified in accordance with the agreed action plan.

Audit Area
Civil Contingencies
Bank Reconciliation
Housing Benefits
Treasury Management
Licensing & Hackney
Carriages
Equality & Diversity

Service Lead Officer

No of
Recommendations

Head of Governance

3

Head of Financial
Management
Head of Financial
Management
Head of Financial
Management
Head of Environmental
Health

Summary Memo
issued

Head of Governance

8

Private Sector Housing
Grants

2
4
4

Head of Environmental
13
Health
Head of Housing &
Summary Memo
Stores Function
Waste Management
Issued
Head of Housing &
Allocations & Voids
6
Waste Management
Head of Housing &
Housing Maintenance
3
Waste Management
Head of Human
Payroll
1
Resources
Head of
IT Account Management
5
Technology
High Level IT Security
Head of
17
Framework
Technology
Services led by Stafford Borough Council as part of Shared Services
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Appendix 1c
Substantial
Definition

All High (Red) and Medium (Amber) risks have appropriate controls in
place and these controls are operating effectively.
No action is required by management.

Audit Area

Service Lead Officer

Pensions Assurance
Council Tax
National Non-Domestic Rates
Fairer Charging Service
Development Control

Head of Human
Resources
Head of Financial
Management
Head of Financial
Management
Head of Financial
Management
Head of Economic
Development

Services led by Stafford Borough Council as part of Shared Services
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Appendix 2
Results of Follow-ups Undertaken in the Year By Assurance Level

Leisure & Culture
Major Projects

Land Charges

Risk Management

Housing
Maintenance

Commissioning

Economic
Development

Governance

Housing

Partial

Partial

Total

Original
Assurance

Not Implemented

Head of
Service

In Progress

Audit

Implemented

High/Medium Risk
Recommendations

Partial

0

0

1

1

Partial

0

2

0

2

Partial

Partial

1
Partial

Revised
Assurance

1

0

2
Partial

1

2

0

3
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Comments & Key Outstanding Recommendations

The one outstanding recommendation relates to the development
of a Corporate Project Management Methodology to be used for
all corporate projects. There are not plans currently for this to be
produced.
The two outstanding recommendations related to the publishing
of information relating to the calculation of the fees and the
income/expenditure information of the service. Whilst not
completed at the time of the follow-up these were close to being
implemented.
At the time of the follow-up training and awareness raising in
relation to the new Risk Management Policy had not been
provided.
The temporary relaxation of authorisation limits while the new
software was established were still in effect and the quarterly
performance monitoring of operatives had still not recommenced.

ITEM NO. 6.1
Report of:

Head of
Governance and
Corporate Services
Stephen Baddeley
4411
Corporate
Improvement
No
Cabinet: 15/06/17
Audit &
Governance Cttee:
27/06/17

Contact Officer:
Telephone No:
Portfolio Leader:
Key Decision:
Report Track:

AUDIT & GOVERNANCE COMMITTEE
27 JUNE 2017
STRATEGIC RISK REGISTER

1

Purpose of Report

1.1

To set out details of the Council’s Risk Management arrangements for managing
the Strategic Risks facing the Council in delivering its objectives.

2

Recommendations

2.1

That the Committee note the progress made in the identification and
management of the strategic risks.

3

Key Issues and Reasons for Recommendation

3.1

All strategic risks and associated action plans have been reviewed and the
Council’s risk profile is summarised in the table below:
Risk Colour
Red
Amber
Green
TOTAL

Number of Risks at
1 Oct 2016
2
3
2
7

Number of Risks at
1 April 2017
1
5
0
6

ITEM NO. 6.2
4

Relationship to Corporate Priorities

4.1

This report supports the Council’s Corporate Priorities as follows:
(i)

Risk management is a systematic process by which key business risks /
opportunities are identified, prioritised and controlled so as to contribute
towards the achievement of the Council’s aims and objectives.

(ii)

The strategic risks set out in the Appendices have been categorised
against the Council’s priorities.

5

Report Detail

5.1

The Accounts & Audit Regulations 2015 state that:
“A relevant body must ensure that it has a sound system of internal control
which:-

5.2

(a)

facilitates the effective exercise of its functions and the achievement of its
aims and objectives;

(b)

ensures that the financial and operational management of the authority is
effective; and

(c)

includes effective arrangements for the management of risk.”

Risk can be defined as uncertainty of outcome (whether positive opportunity or
negative threat). Risk is ever present and some amount of risk-taking is
inevitable if the council is to achieve its objectives. The aim of risk management
is to ensure that the council makes cost-effective use of a risk process that has a
series of well-defined steps to support better decision making through good
understanding of risks and their likely impact.
Management of Strategic Risks / Opportunities

5.3

Central to the risk management process is the identification, prioritisation and
management of strategic risks / opportunities. Strategic risks / opportunities
have been identified and prioritised, action plans are in place for their effective
management and delivery of the action plans is monitored. A summary of the
Council’s strategic risk register as at 1st April 2017 is attached at Appendix
1.
The risk summary illustrates the risks / opportunities using the “traffic light”
method i.e.
RED
AMBER
GREEN

risk score 12 and above (action plan required to reduce risk and/or
regular monitoring)
risk score 5 to 10 (action plan required to reduce risk)
risk score below 5 (risk tolerable, no action plan required)

ITEM NO. 6.3
5.4

5.5

5.6

5.7

The number of strategic risks has fallen from 7 to 6 as follows:
•

3 risks have been deleted; and

•

2 new risks have been added.

The 3 risks that have been deleted are:
•

Risk number 3 “The District does not maximise all funding opportunities for
economic growth, transport infrastructure, additional jobs and better skills for
residents” - this has been deleted as a strategic risk but has been
incorporated as an action under risk number 18.

•

Risk 21 “Lack of coordinated and consistent approach for dealing with the
Council’s customers” - this has been deleted as this is considered to be an
operational risk. There is an action in the Customer & Corporate PDP for
2017-18 to address this.

•

Risk number 22 “Failure to engage with partners to reduce the health
inequalities within the District”. This is no longer considered to be a
Strategic risk and is picked up via the Health PDP for monitoring.

The two new risks are:
•

Risk 23 “Failure to repel or recover from cyber-attack including targeted
ransomware, malware and Distributed Denial of Service (DDoS) attacks”

•

Risk 24 “Failure to have an attractive and safe environment to encourage
businesses and residents into the District.”

Three of the remaining risks have been re-worded:
•

Risk number 18 “Viability/funding of Cannock Chase Council as a result of
public expenditure reductions and changes to the Government’s funding
regime” has been reworded to “Vulnerability of Cannock Chase Council’s
financial stability as a result of public expenditure reductions and changes to
the Government’s funding regime” to better reflect the risk

•

Risk 19 has been reworded slightly from “The organisation does not have
sufficient Management / Officer capacity to deliver its corporate priorities
(e.g. Corporate Plan & PDPs)” to “The organisation does not have sufficient
Management / Officer capacity to deliver its corporate priorities (e.g.
Corporate Plan & PDPs) and statutory duties” to better reflect the risk
following the recent Senior Management Restructure.

•

Risk number 20 has been reworded from “Impact on viability/funding of the
Council’s HRA due to the new government housing policy” to “Vulnerability
of the Council’s Housing Revenue Account due to the new government
housing policies”.

ITEM NO. 6.4
5.8

One risk score has reduced:
•

5.9

Risk number 20 has reduced from a 12 (Red) to an 8 (Amber) due to the
approval of a new HRA Revenue and Capital budget based on the known
information – uncertainty still remains in relation to the impact of some of the
proposed legislation although the timescale for this to be introduced has
slipped.

A progress update for those actions due up to the end of March 2017 is included
in the full strategic risk register attached at Appendix 2.

5.10 Additional information for red and amber risks can be found in the Strategic Risk
Register (Appendix 2) in the form of an ‘Overall Progress Summary’ this is
accompanied by a symbol to indicate whether progress is on target or otherwise.
The table below outlines the overall progress made in reducing risks since 1st
October 2016:
Progress Indicator

Current position

No progress made in reducing the risk

0 Risks

Some progress made in managing the risk

4 Risks

Risk on target to be reduced

0 Risks

The two new risks do not have a progress report and are not included in the
figures above.
6

Implications

6.1

Financial
None

6.2

Legal
None

6.3

Human Resources
None

6.4

Section 17 (Crime Prevention)
None

ITEM NO. 6.5
6.5

Human Rights Act
None

6.6

Data Protection
None

6.7

Risk Management
The Risk Management implications are included within the body of the report
and appendices.

6.8

Equality & Diversity
None

6.9

Best Value
None

7

Appendices to the Report
Appendix 1:

Summary of Strategic Risks 2017/18

Appendix 2:

Strategic Risk Register – detailed

Previous Consideration
None

Background Papers
File of papers kept in the Chief Internal Auditor & Risk Manager’s office.
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Appendix 1
SUMMARY OF STRATEGIC RISKS AS AT 01/04/2017
Risk
No

Potential Risks

Risk Owner

Date
Added to
Register

Score at
Oct 2016

Score at
Apr 2017

Direction
of Travel
over
period
reported

Vulnerability of Cannock
Chase Council’s financial
stability as a result of public
expenditure reductions and
changes to the Government’s
funding regime

Head of
Finance

April 2014

12

12

↔

Heads of
Finance and
April 2013
Housing &
Partnerships

9

9

↔

April 2015

9

9

↔

Red Risks

18

Amber Risks

16

Impact of Welfare Benefit
Reform

19

The organisation does not
have sufficient Management /
Officer capacity to deliver its
corporate priorities and
statutory duties

20

Vulnerability of the Council’s
Housing Revenue Account
due to the new government
housing policies

Head of
Housing & April 2015
Partnerships

12

8

↓

23

Failure to repel or recover
from Cyber-attack including
targeted ransomware,
malware and Distributed
Denial of Service (DDoS)
attacks

Head of
Technology

April 2017

N/A

9

N/A

24

Failure to have an attractive
and safe environment to
encourage businesses and
resident into he District.

Head of
Economic April 2017
Development

N/A

9

N/A

Managing
Director

Key to Direction of Travel

↓

Risk has decreased

↔

Risk level unchanged

↑

Risk has increased
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Appendix 2
Cannock Chase District Council – Strategic Risk Register
Ref No: 16

Risk: Impact of Welfare Benefit Reform (e.g. Introduction of Universal Credit, Single Fraud Investigation
Service etc.)

Risk Owner: Head of Finance / Head of Housing & Partnerships

Portfolio: Corporate Improvement, Health & Wellbeing and
Housing.

Consequences Of Risk:
• Increased demand for services (additional workload, pressure on service delivery, additional resourcing etc);
• Increase in arrears on Council Tax;
• Increase in Rent Arrears;
• Negative impact on ability to perform “Compliance” functions and adverse effect on income.
Links To Priority Delivery Plan: Customers
• Delivering Council services that are customer centred and accessible;
• Making the best use of limited resources.
Gross Risk Score (ie without controls)
Likelihood: 4
Impact: 3
Total Score: 12 RED
Controls in Place
• Manage the Council’s housing stock;
• Monitoring impact of localisation of Council Tax Support;
• Liaison with DWP on implementation timetable for Universal Credits;
• Budget workshops for affected residents to better manage their budgets set up
Residual/Net Risk Score (ie with controls)
Likelihood: 3
Provisional Assessment of Risk – does the residual risk score need to be
reduced

Impact: 3
YES

Total Score: 9 AMBER
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Actions Planned

Timescale/Person
Responsible

Progress/Comments

Monitor impact of Benefit Reform to identify areas of concern.

Ongoing
Head of Finance

An on-going monitoring routine is in place.

Identifying number of additional people falling into arrears
with Council Tax payments

QRT 3
Head of Finance /
Local Taxation &
Benefits Manager

This forms part of the overall monitoring.

Introduction of Tenancy Sustainment Service

QRT 2
Head of Housing &
Partnerships

Tenancy Sustainment Officer (TSO)
seconded to work on Troubled Families
Programme. Wider housing team to manage
super light cases. TSO will support new
tenants with budgeting and sign posting.
Post of Money Manager Team Leader filled.
Action complete and on-going

Overall Progress Summary: The full impact of benefit reform cannot be determined until the phased introduction of
Universal Credits. The impact of existing reforms continues to be monitored.
The emphasis has been shifted to look more holistically at pursuing rent recovery in line with the roll out of Universal
Credit and impact of welfare reforms.

AMBER

ITEM NO. 6.9
Ref No: 18

Risk: Vulnerability of Cannock Chase Council’s financial stability as a result of public expenditure
reductions and changes to the Government’s funding regime

Risk Owner: Head of Finance

Portfolio: This risk cuts across all Portfolio’s

Consequences Of Risk:
• Council size becomes too small to sustain a viable organisation;
• Unable to provide desired levels of service
Links To Priority Delivery Plan: Customers
• Delivering Council services that are customer centred and accessible;
• Making the best use of limited resources
Gross Risk Score (ie without controls)
Likelihood: 4
Controls in Place
• Medium term financial plan in place
• Annual Financial Plan and Medium Term Financial Strategy in place
• The Revenue Budget is balanced but requires support from balances
• Corporate Budget Monitoring
• Evaluation of consultation on changes to government funding regimes
Residual/Net Risk Score (ie with controls)
Likelihood: 4
Provisional Assessment of Risk – does the residual risk score need to be
reduced

Actions Planned
Responding to Government proposed legislation in relation to
key funding regimes

Impact: 5

Impact: 3
YES*

Timescale/
Person Responsible
On-going

Total Score: 20 - RED

Total Score: 12 - RED

Progress/Comments
Work streams of DCLG/LGA and CIPFA in
relation to 100% Business Rates Schemes
and pilot areas to be monitored Response in
relation to Further Consultation on Design of
100% Business Rates system submitted.

ITEM NO. 6.10
Actions Planned

Timescale/
Person Responsible

Progress/Comments
Detailed responses to be submitted in relation
to self -sufficient local government, 100%
business rates retention and fair funding
review as more technical detail becomes
available
Response to New Homes Bonus consultation
made.

Determine impact of Government proposals for key funding
regime

On-going

In Progress

Production and refresh of medium term financial plan

On-going

In Progress

Mill Green DOV Development Project Board Established

On–going

In Progress

Refresh Budget Strategy to ensure external funding sources
maximised and efficient and effective use of all resources

On-going

In Progress

Council looking to maximise all funding opportunities for
Head of Economic
economic growth, transport, infrastructure, additional jobs and Development
better skills for residents
Overall Progress Summary: The Approved Budget and Plan currently reflects an ongoing shortfall of £0.180 million
however an action plan exists to address this. The Financial Plan is based upon the opening of Mill Green DOV in
2019 and forms part of the Risk assessment for the Financial Plan. The financial position of the Council is being
updated on a regular basis however the key risks and uncertainty relate to the potential changes to Business Rates
(and New Homes Bonus ). The detail of such changes and timescales for implementation are currently on hold
awaiting the outcome of the General Election.

AMBER

ITEM NO. 6.11
Ref No: 19

Risk: The organisation does not have sufficient Management / Officer capacity to deliver its corporate
priorities (e.g. Corporate Plan & PDP’s) and statutory duties.

Risk Owner: Managing Director

Portfolio: This risk cuts across all portfolio’s

Consequences Of Risk:
• The Council’s priorities are not fully delivered with impact on residents / the public.
Links To Priority Delivery Plan: This Risk Links To All Priority Delivery Plans
Gross Risk Score (ie without controls)
Likelihood: 4
Impact: 3
Total Score: 12 RED
Controls in Place
• Scoping of management capacity for delivery of PDP’s by Heads of Service (Assessments of Management Capacity)
• Management capacity issues are monitored by Leadership Team;
• Adherence to Sickness Management Policy
Residual Risk/Net Score (ie with controls)
Likelihood: 3
Impact: 3
Total Score: 9 AMBER
Provisional Assessment of Risk – does the residual risk score need to be
YES*
reduced

Actions Planned
Ensuring that all priorities in the PDP’s are resourced
appropriately

Timescale/
Person Responsible
Ongoing
All Heads of Service

Where necessary, considering whether resources from other
parts of the Council can be transferred for a period.

Ongoing
Managing Director /
Leadership Team

Progress/Comments
The majority of PDP priorities are on target
but there are a small number of Yellow ‘not
on target’ areas in part due to management
capacity.
PDP Priorities not on target are being
reviewed by Leadership Team and resource
implications are being re-considered.

ITEM NO. 6.12
Actions Planned

Timescale/
Person Responsible

Progress/Comments

Leadership Team maintaining an overview of performance
through “managing the business” performance indicators

Ongoing
Managing Director /
Leadership Team

Quarterly Performance Indicator reports
agreed for 2017/18

Requests for additional projects may be refused or deferred
until subsequent year(s)

Ongoing

A number of requests for new projects in
year have had to be refused in order to
protect delivery of the Council’s agreed
Corporate Priorities.

Managing Director

Overall Progress Summary: A Senior Management Restructure was approved in February 2017 reflecting the
Council’s Financial Recovery Plan. This proposal reduced senior management capacity in the organisation in order to
create financial savings and was implemented with effect from April 2017. There is therefore an increased risk that
there is not sufficient management capacity to address unforeseen events and that the delivery of Council priorities
will be slower with less management capacity overall. The effectiveness of the structure is therefore dependant upon
changes to the number of Scrutiny committees and changes to Cabinet Portfolios to ensure each Head of service
supports a maximum of one Scrutiny committee and two Cabinet Members.
The Councils management capacity will be monitored closely and action has already been taken by not accepting
new project requests in year in order to protect capacity to deliver the agreed PDP priorities.

AMBER

ITEM NO. 6.13
Ref No: 20

Risk: : Vulnerability of the Council’s Housing Revenue Account due to the new government housing
policies

Risk Owner: Head of Housing & Partnerships & Head of Finance

Portfolio: Housing

Consequences Of Risk:
• Loss of Rent
• Loss of stock leading to increased waiting times
• Impact on 30 year housing plan
• Impact on ability to build / provide new housing
• Potential reduction in level of maintenance and improvement to Council stock
Links To Priority Delivery Plan for More & Better Housing.
• Planning for the housing needs of the district;
• Increasing the supply of affordable housing Links To Priority Delivery Plan:
Gross Risk Score (i.e. without controls)
Likelihood: 4
Impact: 5
Controls in Place
• 30 Year business plan;
• Medium Term Budget & Capital Programme.
Residual/Net Risk Score (i.e. with controls)
Likelihood: 4
Impact: 2
Provisional Assessment of Risk – does the residual risk score need to be
YES*
reduced
Actions Planned

Timescale/
Person Responsible

Total Score: 20 RED

Total Score: 8 Amber

Progress/Comments

Analysis of impact of the implementation of Vacant High Value
Housing Payments as contained in the Housing and Planning Act
2016 to be assessed

Head of Housing &
Partnerships

Awaiting Government Regulations

A revised HRA Business Plan and revised 5 year projection to be
produced during 2017-18 following determination of High Value
Properties for Cannock Chase

Head of Finance/
Head of Housing &
Partnerships

Awaiting Government Regulations

ITEM NO. 6.14

Overall Progress Summary: The HRA Revenue Budget and Capital Programme to 2019/20 were approved by
Council in February 2017. However an outstanding risk exists in relation to the impact of the sale of higher value
voids as contained in the Housing and Planning Act 2016. . Details are still awaited as legislation has not yet been
put forward for this.

AMBER

ITEM NO. 6.15

Ref No: 23

Risk: Failure to Repel or Recover from Cyber-attack including targeted ransomware, malware and Distributed
Denial of Service (DDoS) attacks

Risk Owner: Head of Technology
Consequences Of Risk:
• Data, Systems and Applications inaccessible
• Inability to deliver Council services
• Cybercrime/ Fraud/ Ransom demands/ Financial harm
• Reputational damage locally and nationally
• Data Loss & breach of Data Protection Act (DPA)
• Financial Loss
Links to PDP
• Customers
Gross Risk Score (ie without controls)
Likelihood: 4

Portfolio:

Impact: 5

Total Score: 20 - RED

Key Controls in Place:
• Information Risk Management Regime – Assess the risks to our information assets, effective governance structure, LT
engagement with cyber risk, produce supporting information management policies.
• Secure configuration – Corporate policies and processes to develop secure baseline builds
• Network Security – Protection and secured perimeter of external security threats and untrusted networks
• Managing user privileges – All users of ICT systems provided with privileges suitable for their role
• User education and awareness – Security policies that describe acceptable and secure use of ICT assets
• Incident management – Incident response and disaster recovery capabilities that address the full range of incidents that can
occur
• Malware prevention – Produce policies that directly address the business processes (such as email, web browsing, removable
media and personally owned devices)
• Monitoring – Established monitoring taking into account previous security incidents and attacks. Annual IT Health Check and
penetration testing conducted by a Council of Registered Ethical Security Tester (CREST)/ Communications-Electronics
Security Group (CESEG) Listed Advisor Scheme (CLAS) - accredited Government Communication Headquarters (GCHQ)
approved consultants.
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• Removable media controls – Produce removable media policies that control the use of removable media for the import and
export of information
• Home and mobile working – Assess the risks to all types of mobile working including remote working and develop appropriate
security policies
Residual/Net Risk Score (ie with controls in place)
Likelihood: 3
Impact: 3
Total Score 9 -AMBER
Provisional Assessment of Risk - does the residual risk score need to be reduced

Actions Planned
Information Risk Management Policy - Continuous review and work on our information
risk management regime
Monitoring – External and Internal checks. Threat and vulnerability assessment and
remediation including Annual IT Health Check by CLAS approved consultant with
remedial work carried out
Application Security Assessment and Remediation action taken
Security Compliance Assessment included in the survey
Threat intelligence, Vulnerability management, Operational management, via internal and
external monitoring.
Overall Progress Summary:
N/A New Risk

YES*

Progress/Comments
Timescale/
Person Responsible
On-going
On-going

On-going
On-going
On-going

ITEM NO. 6.17
Ref No: 24

Risk: Failure to have an attractive and safe environment to encourage businesses and resident into the
District.

Risk Owner: Head of Economic Development

Portfolio: All

Consequences Of Risk:
• Lower, and decreasing, levels of economic activity in the district leading to less investment, fewer jobs, decrease in
economically active population, decreasing incomes / greater income deprivation
• Impacts from lower levels of economic activity leading to increase in out-commuting for work and leisure, less attractive and
poorer functioning town and district centres; attract lower skilled, lower paid work; inability of local residents to compete in local
housing markets; more anti-social behaviour and crime
Links To Priority Delivery Plan:
There are primary links to Better Jobs and Skills and consequential links to Better Health Outcomes, Cleaner and Safer Environments
and More and Better Housing
Gross Risk Score (ie without controls)
Likelihood: 3
Impact: 5
Total Score: 15
Controls in Place
• Engagement in economic development partnerships and with business and the development and delivery of the Stoke and
Staffordshire and Greater Birmingham and Solihull Strategic Economic Plans and other relevant strategies, Engagement with
the West Midlands Combined Authority
• Development of Mill Green Designer Outlet Village
• Development of the Local Plan and delivery plans for development of Cannock and Rugeley Town centres
• Efficient and effective Development Management process to ensure the planning process is seen positively
• Work in partnership to ensure the attractiveness of Cannock Chase, protect its future and to address criminal activity and antisocial behaviour
• Support the work of the South Staffordshire Employment and Skills Board
• Participation in the Greater Birmingham Housing Market Area review
• Lead role in delivery of EU funding through the ESIF Sub Committees for GBS and S&S LEPs
• Secure improvements to the Chase Line railway stations and associated infrastructure
• Continuation of “The Good Life” loyalty scheme to encourage people to shop local

ITEM NO. 6.18
Residual Risk/Net Score (ie with controls)
Likelihood: 3
Provisional Assessment of Risk – does the residual risk score need to be
reduced

Actions Planned

Impact: 3
YES

Timescale/Person Responsible

Development of an economic development strategy for
Cannock Chase that identifies local needs and actions in the
context of the strategic direction of the two LEP Strategic
Economic Plans and emerging WMCA plans

In conjunction with development of
the Corporate Plan
Head of Economic Development

Understand post 16/Further Education needs in Cannock
Chase and develop a collaborative plan to ensure provision
meets the needs of the District

2nd Quarter 2017
Head of Economic Development

Work with Gerstamp/SCC/Skills Funding Agency to develop
an Engineering Skills Academy on the site of the current
Gerstamp works on Wolverhampton Road, Cannock

2019
Head of Economic Development

Pursue the development of the Rugeley Power Station in
collaboration with Lichfield District Council and the site
owners

2017-18
Head of Economic Development

Overall Progress Summary:
N/A New Risk

Total Score: 9

Progress/Comments
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In accordance with the Risk Management Strategy, the green risks below are deemed to be tolerable (with existing controls
in place) and will be monitored but require no further action at this time.
GREEN RISKS
Risk
No:

Risk:

Risk Owner
NONE

KEY TO PROGRESS SYMBOLS
Progress Indicator
No progress made in reducing the risk
Some progress made in managing the risk
Risk on target to be reduced

Score:
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AUDIT & GOVERNANCE COMMITTEE
27 JUNE 2017
CODE OF GOVERNANCE AND
ANNUAL GOVERNANCE STATEMENT 2016/17

1

Purpose of Report

1.1

To set out details of the Council’s revised Code of Governance and the Annual
Governance Statement for the year 2016/17.

2

Recommendations
That:

2.1

The Committee recommends the Code of Governance to Council for approval.

2.2

the Committee approves the Annual Governance Statement for 2016/17.

3

Key Issues and Reasons for Recommendation

3.1

Cipfa/SOLACE issued revised guidance on “Delivering Good Governance in
Local Government” in 2016. The Council’s Code of Governance has been
updated to reflect the new guidance and the governance framework in place. A
copy of the Code of Governance is attached at Appendix 1. A summary of the
Governance Framework is given in Annex 1.

3.2

The Cipfa/SOLACE guidance is based on 7 principles of governance and these
have been adopted in full with the exception of 2 principles (C and D in the
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Guidance), which have been combined into 1 principle (number 3) in the
Council’s Code. Further details are given in 5.1.
3.3

For each of the 6 principles of good governance, the Code outlines what
arrangements the Council has in place to support delivery of the principles in
practice.

3.4

The Accounts and Audit Regulations 2015 require the Council to review the
effectiveness of its system of internal control and to prepare an Annual
Governance Statement (AGS).

3.5

The Council’s draft Annual Governance Statement (AGS) for 2016-17 (which is
current up to June 2017) is attached as Appendix 2.

3.6

The draft AGS has been compiled by the Leadership Team. The AGS has
been drafted using various sources of assurance which together form the review
of the Council’s governance arrangements. The key sources of assurance are:
(i)
(ii)
(iii)
(iv)
(v)

assurances from the Heads of Service:
assurances from the 3 statutory officers;
the risk management reports;
the annual internal audit report / opinion; and
external assurance reports.

3.7

The review of the Council’s governance arrangements has identified areas for
improvement and these are set out in the action plan contained within the AGS
at Appendix 2.

3.8

An update on the progress in actioning the issues from the 2015-16 AGS is
attached at Appendix 3. In summary, of the 10 items:
• 6 items have been completed or are on target to be completed;
• work is in progress on 1 of the items; and
• work on the remaining 3 items has been delayed.
The outstanding issues have been included in the AGS for 2016-17 where
appropriate.

4

Relationship to Corporate Priorities

4.1

The Council’s corporate governance arrangements and internal control
framework cuts across all corporate priorities.
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5

Report Detail

5.1

In 2016 Cipfa/SOLACE updated their previous guidance on “Delivering Good
Governance in Local Government”. The new Framework is based on 7
principles of good governance. The Council’s Code of Governance has been
updated to reflect the new guidance. The 7 principles of governance have been
adopted in full with the exception of 2 principles (C and D in the Guidance) which
have been combined into 1 (3 in the Code of Governance).
The Cipfa/SOLACE principles are:
C. Defining outcomes in terms of sustainable economic, social and
environmental benefits; and
D. Determining the interventions necessary to optimise the achievement of the
intended outcomes.
The Council’s combined principle is:
3. Defining the vision and outcomes for the local area and determining the
actions necessary to achieve the intended outcomes.

5.2

For each of the 6 principles of good governance, the Code outlines what
arrangements the Council has in place to support delivery of the principles in
practice. A copy of the Code of Governance is attached at Appendix 1. A
summary of the Governance Framework is given in Annex 1.

5.3

The preparation and publication of an annual governance statement is
necessary to meet the statutory requirement set out in the Audit and Accounts
Regulations 2015 which requires authorities to “conduct a review of the
effectiveness of system of internal control” and to “prepare an annual
governance statement”.

5.4

The CIPFA / SOLACE Framework has also updated the guidance on the content
of the Annual Governance Statement. The Council’s Annual Governance
Statement has been updated accordingly. The key change is that the AGS no
longer needs to include details of the Governance Framework; reference can
instead be made to the Council’s Code of Governance. For ease of reference a
diagram illustrating the Council’s Governance Framework is appended to the
AGS.

5.5

Following approval of the Annual Governance Statement it will be signed by the
Chair of the Audit & Governance Committee, the Leader and the Managing
Director.

5.6

The Annual Governance Statement has been prepared using information from
the sources of assurance outlined in 3.6. The Leadership Team has been
consulted on the draft AGS to ensure that:-
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5.7

•

all of the significant issues have been identified and included, so far as is
reasonably possible; and

•

all of the issues included are considered to be significant.

It is not possible to give a single definition as to what constitutes a “significant
governance issue” and judgement has to be exercised. Cipfa/SOLACE has not
provided guidance on this in their new Framework so reference continues to be
made to the guidance given in the previous framework. Factors used in making
such judgements include:•

the issue has or could seriously prejudice or prevent achievement of a
principal objective;

•

the issue has or could result in a need to seek additional funding to allow it
to be resolved, or has/could result in significant diversion of resources from
another service area;

•

the issue has or could lead to a material impact on the accounts;

•

the Chief Internal Auditor has reported on it as significant, for this purpose, in
the Internal Audit Annual Report;

•

the issue, or its impact, has or could attract significant public interest or
seriously damage the reputation of the Council;

•

the issue has resulted in formal action being taken by the Chief Financial
Officer and/or the Monitoring Officer.

5.8

Progress in addressing the significant issues identified in the Annual
Governance Statement will be monitored through reports presented to the Audit
and Governance Committee.

6

Implications

6.1

Financial
None

6.2

Legal
None

6.3

Human Resources
None

6.4

Section 17 (Crime Prevention)
None

6.5

Human Rights Act
None
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6.6

Data Protection
None

6.7

Risk Management
None

6.8

Equality & Diversity
None

6.9

Best Value
None

7

Appendices to the Report
Appendix 1:

Code of Governance

Appendix 2:

Annual Governance Statement 2016/17

Appendix 3:

Progress Report for the Annual Governance Statement
2015/16

Annex 1:

Summary of Governance Framework

Previous Consideration
None

Background Papers
Annual Internal Audit Report 2016-17
Strategic Risk Register
Heads of Service Assurance Statements for 2016-17
Statutory Officers Assurance Statements for 2016-17
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CODE OF CORPORATE GOVERNANCE
Appendix 1
1.

INTRODUCTION

1.1

Cannock Chase Council recognises that it is responsible for ensuring that its
business is conducted in accordance with the law and proper standards, and
that public money is safeguarded and properly accounted for, and used
economically, efficiently and effectively. In discharging this accountability
Members and officers will be responsible for putting in place proper
arrangements for the governance of the authority’s affairs and the stewardship
of the resources at its disposal.

1.2

To this end the authority has approved and adopted this Code of Corporate
Governance which is consistent with the principles and requirements of the
CIPFA/SOLACE framework for “Delivering Good Governance in Local
Government”.

1.3

Governance is about how the Council ensures that it is doing the right things, in
the right way, for the right people in a timely, inclusive, open, honest and
accountable manner.

1.4

The seven key principles of good governance are:
a) Behaving with integrity, demonstrating strong commitment to ethical values
and respecting the rule of law;
b) Ensuring openness and comprehensive stakeholder engagement;
c) Defining outcomes in terms of sustainable economic, social and
environmental benefits;
d) Determining the interventions necessary to optimise the achievement of
intended outcomes;
e) Developing the entity’s capacity, including the capability of its leadership and
the individuals within it;
f) Managing risks and performance through robust internal; control and strong
public financial management; and
g) Implementing good practices in transparency, reporting and audit to deliver
effective accountability.

1.5

This Code applies to all officers and Members in the discharge of their duties.

2.

PRINCIPLES OF GOOD CORPORATE GOVERNANCE

2.1

The authority supports and will apply the core principles of good corporate
governance. In determining the Council’s own Code of Governance it has
elected to combine principles (c) and (d), set out at 1.4 above, into one principle
“Defining the vision and outcomes for the local area and determining the actions
necessary to achieve the intended outcomes”. How the Council will do this is set
out in the table below:
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Sub Principles

Arrangements the Council has in place

Core Principle 1: Behaving with integrity, demonstrating strong commitment to
ethical values, and respecting the rule of law
Behaving with
integrity

• The Council has in place Codes of Conduct for both
Members and Employees which set out requirements that
support the need to behave with integrity.
• The Council has a set of values which are underpinned by a
set of expected behaviours. Integrity is one of the Council’s
values.
• All new Members and Employees are made aware of the
Conduct of Conduct when they join the Council.

Demonstrating
strong
commitment to
ethical values

• A framework of policies for Confidential Reporting and AntiFraud & Bribery to discourage inappropriate activities and to
encourage the reporting of any instances found.
• Members are required to declare any conflicts of interest at
annually and at meetings.
• Employees are required to notify their line manager of any
conflicts of interest and when tendering for goods or services
they have to sign a declaration regarding any conflicts of
interest.

Respecting the
rule of law

• The Council has in place a Monitoring Officer who works with
Members and Employees to ensure that the law is adhered
to.
• There is a protocol in place for the Monitoring Officer, which
sets out their role and supports them in fulfilling their
responsibilities.
• Legal advice is given in reports for all decisions to be taken
by Members.

Core Principle
engagement
Openness

2:

Ensuring

openness

and

comprehensive

stakeholder

• The Council is committed to openness and holds meetings in
public wherever it can. A schedule of Council meetings is
available on the Council’s website.
• The agendas, reports and minutes of meetings are published
on the Council’s website. All reports contain details of
options considered and the advice provided by officers
regarding legal and financial implications. The minutes
include the reasons behind the decisions made.
• The Council has a Freedom of Information Scheme in place
and seeks to publish information openly on it’s website
wherever possible and practicable to do so.

ITEM NO. 7.8
CODE OF CORPORATE GOVERNANCE
Sub Principles

Arrangements the Council has in place

Engaging with
stakeholders
effectively,
including
individual citizens
and service users

• The Council has in place a communications strategy which
sets out how we will communicate with our citizens, service
users and stakeholders.
• The Council also has in place a consultation and
engagement strategy which sets out how we will seek the
views of our community eg on priorities, the budget, new
projects.
• Wherever we seek the views of our community, we
endeavour to provide feedback on the information received
and how we have used this to shape the Council’s decisions.

Core Principle 3: Defining the vision and outcomes for the local area and
determining the actions necessary to achieve the intended outcomes
Defining outcomes

• The Council has established a clear vision of what it wants to
achieve for the District and this is set out in the Corporate
Plan. The vision and priorities have been informed by an
analysis of the needs of the District and through consultation.

Planning and
delivery of
outcomes

• The Council’s day to day services support the delivery of the
vision and priorities. In addition, each year the Council
determines a range of targeted actions and projects to help in
achieving the vision; these are set out in the Priority Delivery
Plans. Performance in achieving the Council’s vision is
monitored by the Leadership Team (Officers), the Cabinet
and the Scrutiny Committees (elected Members).

Core Principle 4: Developing the entity’s capacity, including the capability of its
leadership and the individuals within it
Developing the
Council’s capacity

• Reviews of activities are undertaken to ensure continuous
improvement in the delivery of services.
• The Council works closely with partners (ie other public
sector bodies, the voluntary sector and the private sector) to
deliver agreed outcomes for the community.

Developing the
capability of the
Council’s elected
Members and
employees

• The roles of Members, Committees, Officers and Statutory
Officers are set out in the Council’s Constitution, which is
available on the Council’s website.
• The Council has a Scheme of Delegations in place, as part of
the Constitution, which sets out the types of decisions and
who can make them within the Council.
• The Constitution also contains Financial Regulations and
Procurement Regulations which provide a framework for
officers in running services and making decisions.
• An induction programme is in place to provide training and
support for all new Members and employees.

ITEM NO. 7.9
CODE OF CORPORATE GOVERNANCE
Sub Principles

Arrangements the Council has in place
• Employees have an annual personal development review to
assess their progress, performance and to identify any
training and development needs.
• The development of Members is led by the political groups
but access to training is also made available through the
Council.
• The Council is committed to supporting the health and
wellbeing of the workforce through appropriate HR policies,
working practices and access to an Occupational Health
Service.

Core Principle 5: Managing risks and performance through robust internal
control and strong public financial management
Managing risk

• The Council has a risk management policy and strategy in
place.
• A Strategic Risk Register is maintained by the Leadership
Team and progress is monitored by the Cabinet and the
Audit & Governance Committee.
• Operational risks are identified and managed within the
respective service areas.

Managing
performance

• The performance in delivering day to day services is
managed by the service managers and monitored by the
Leadership Team.
• The performance in delivering the Council’s priorities is
monitored by the Cabinet.
• There are a number of Scrutiny Committees in place which
monitor the performance of the Council and hold the Cabinet
to account for the decisions it makes. Each Scrutiny
Committee has oversight of one or more of the Council’s
priorities.

Robust internal
control

• The internal control framework comprises a range of policies
and procedures to ensure the sound management of the
Council’s operations and delivery of services.
• The Internal Audit Section undertakes reviews of the systems
that comprise the internal control and governance framework,
provides assurance and makes recommendations for
improvement.
• The Audit & Governance Committee receives reports from
the Chief Internal Auditor on the systems that comprise the
internal control framework. The Committee also monitors the
performance and quality of the Internal Audit service to
ensure that it complies with the required national standards.
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Sub Principles

Arrangements the Council has in place

Managing data

• The Council has a Data Protection Officer and policy in place
to ensure that personal data is held securely and managed
appropriately.

Strong public
financial
management

• The Head of Financial Management is appropriately qualified,
experienced and complies with the Cipfa Statement on the
Role of the Chief Finance Officer in Local Government.
• The Head of Financial Management prepares and advises
the Council on it’s Medium Term Financial Strategy and the
budget.
• Regular budget monitoring reports are provided to Members
and Officers.
• Financial Regulations provide a framework for the day to day
management of the Council’s financial transactions.

Core Principle 6: Implementing good practices in transparency, reporting, and
audit to deliver effective accountability
Implementing good
practice in
transparency and
reporting

• The following information is reported annually to Members
and is available on the Council’s website:
Performance in delivering the Council’s priorities;
Statement of Accounts;
Annual Internal Audit Report;
Annual External Audit Letter; and
Annual Governance Statement.

Assurance and
effective
accountability

• The Internal Audit Section provides assurances throughout
the year on the key systems of internal control.
• The External Auditor provides assurance on the Council’s
financial statements.
• An annual review is undertaken of the Council’s governance
arrangements.
• From time to time, the Council invites/ receives reviews of its
services and acts on the recommendations made.
• The Council has a compliments and complaints policy.

2.2

A diagram illustrating the Council’s Governance Framework is given at Annex 1.

3.

MONITORING AND REPORTING

3.1

The authority will undertake an annual review of its governance arrangements to
ensure continuing compliance with best practice as set out in the
CIPFA/SOLACE Framework. The review will be reported on both within the
authority, to the Audit & Governance Committee, and externally with the
published accounts, to provide assurance that:
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•
•

corporate governance arrangements are adequate and operating effectively
in practice; or
where reviews of the corporate governance arrangements have revealed
gaps, action is planned that will ensure effective governance in future.

3.2

The authority will prepare an annual Governance Statement and is so doing
recognises that the process of preparing the Governance Statement should itself
add value to the authority’s corporate governance and internal control framework.
It will be submitted to the Audit & Governance Committee for consideration and
approval.

3.3

The Governance Statement will include the following information:
•

•
•

a brief description of the process that has been applied in maintaining and
reviewing the effectiveness of the governance arrangements, including some
comment on the role of: the authority; the Executive; the Audit Committee;
the overview and scrutiny function; the Standards Committee; internal audit
and other explicit review/assurance mechanisms including risk management
arrangements;
an opinion on the level of assurance that the systems and processes that
comprise the authority’s governance arrangements can provide
an outline of the actions taken, or proposed, to deal with significant
governance and internal control issues.

3.4

Approval and ownership of the Governance Statement will be maintained at a
corporate level and will be confirmed by the Managing Director and Leader
signing the statement on behalf of the authority.

3.5

In reviewing and approving the Governance Statement, Members will be
provided with assurances on the effectiveness of the governance framework.
The key sources of assurances will be:
•
•
•
•

Internal and External Audit;
the Statutory Officers;
management; and
relevant Committees.

4.

RESPONSIBILITIES

4.1

Corporate governance and good governance is everyone’s responsibility.

4.2

There are however a number of specific responsibilities in relation to the
implementation, monitoring and review of the Code and activities associated with
the production of the annual governance statement. These are outlined below.
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4.3

The Managing Director and the Leader will be responsible for:
•

4.4

The Head of Governance & Corporate Services and the Monitoring Officer
will be responsible for:
•
•
•

4.5

•
•

preparing an annual Monitoring Officer’s Statement, which will also form part
of the assurance required to be demonstrated in the annual Governance
Statement.

The Head of Financial Management will be responsible for:
•

4.8

undertaking an annual review of the Code, to provide assurance on the extent
of compliance with it. Details of the extent to which the authority is complying
with the Code will be included within the Annual Governance Statement;
co-ordinating the Council’s governance assurances processes; and
co-ordinating the production of an annual Governance Statement which will
represent the overall levels of assurance within the Council on behalf of all
Members and officers.

The Monitoring Officer will be responsible for:
•

4.7

overseeing the implementation and monitoring of the Code;
reviewing the operation of the Code and advising on any changes that may
be necessary to maintain it and ensure its effectiveness in practice; and
reviewing and updating the Code of Governance as necessary.

The Head of Governance & Corporate Services will be responsible for:
•

4.6

Championing and role modelling good governance, in the spirit of this
Code.

preparing an annual section 151 Officer’s Statement, which will also form part
of the assurance required to be demonstrated in the annual Governance
Statement.

The Chief Internal Auditor will be responsible for:
•

reporting annually to the Audit & Governance Committee on audit activities
during the year, with particular emphasis on the systems of internal control
and the arrangements for corporate governance, providing some of the
assurance required in the Annual Governance Statement.
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Glossary

Term

Explanation

CIPFA

The Chartered Institute of Public Finance and Accountancy;

SOLACE

The Society of Local Authority Chief Executives and Senior
Managers

Member

Elected councillor (including co-opted councillors)

Officer

Employee of the Council (including secondees)

Section 151 Officer

The statutory officer responsible for reporting on matters of
financial compliance

Monitoring Officer

The statutory officer responsible for reporting on matters of
legality

Constitution

The Council’s rules and codes/protocols book
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CANNOCK CHASE DISTRICT COUNCIL
ANNUAL GOVERNANCE STATEMENT FOR 2016-17
1.

Scope of Responsibility

1.1

Cannock Chase District Council (the Council) is responsible for ensuring that its
business is conducted in accordance with the law and proper standards, and
that public money is safeguarded and properly accounted for, and used
economically, efficiently and effectively. The Council also has a duty under the
Local Government Act 1999 to make arrangements to secure continuous
improvement in the way in which its functions are exercised, having regard to a
combination of economy, efficiency and effectiveness.

1.2

In discharging this overall responsibility, the Council is responsible for putting in
place proper arrangements for the governance of its affairs, facilitating the
effective exercise of its functions, and which includes arrangements for the
management of risk.

1.3

The Council has approved and adopted a code of corporate governance, which
is consistent with the principles of the CIPFA/SOLACE Framework Delivering
Good Governance in Local Government. This statement explains how the
Council has complied with the code and also meets the requirements of
Accounts and Audit (England) Regulations 2015, regulation 6(1)(b), which
require all relevant authorities to prepare an annual governance statement.

2.

The Purpose of the Governance Framework

2.1

The governance framework comprises the systems and processes, culture and
values by which the authority is directed and controlled and its activities through
which it accounts to, engages with and leads its communities. It enables the
authority to monitor the achievement of its strategic objectives and to consider
whether those objectives have led to the delivery of appropriate services and
value for money.

2.2

The system of internal control is a significant part of that framework and is
designed to manage risk to a reasonable level. It cannot eliminate all risk of
failure to achieve policies, aims and objectives and can therefore only provide
reasonable and not absolute assurance of effectiveness. The system of internal
control is based on an ongoing process designed to identify and prioritise the
risks to the achievement of the Council’s policies, aims and objectives, to
evaluate the likelihood and potential impact of those risks being realised, and to
manage them efficiently, effectively and economically.

2.3

The governance framework has been in place at the Council for the year ended
31 March 2017 and up to the date of approval of the Annual Governance
Statement. Th

e framework
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3.

The Governance Framework

3.1

The Council has adopted a local Code of Governance, which can be found on
the Council’s website. The Code is comprised of 6 key principles:
1. Behaving with integrity, demonstrating strong commitment to ethical values,
and respecting the rule of law.
2. Ensuring openness and comprehensive stakeholder engagement.
3. Defining the vision and outcomes for the local area and determining the
actions necessary to achieve the intended outcomes.
4. Developing the entity’s capacity, including the capability of its leadership and
the individuals within it.
5. Managing risks and performance through robust internal control and strong
public financial management.
6. Implementing good practices in transparency, reporting, and audit to deliver
effective accountability.

3.2

The key components of the Governance Framework are summarised in the
diagram at Annex 1.

3.3

A key element of the Council’s governance arrangements concerns
safeguarding. Cannock Chase District Council has both a moral and legal
obligation to ensure a duty of care for children and vulnerable adults across its
services.
We are committed to ensuring that all children and vulnerable adults are
protected and kept safe from harm whilst engaged in services organised and
provided by the Council. We do this by:
•

•
•
•
•

Having a Child & Adult Protection Policy and procedure in place endorsed by
the Staffordshire Safeguarding Children Board and Staffordshire and Stoke
Adult Safeguarding Partnership
Having child & adult protection processes which give clear, step-by-step
guidance if abuse is identified
Safeguarding training programme in place for staff and members
Carrying out the appropriate level of DBS checks on staff and volunteers
Working closely with Staffordshire Safeguarding Children Board &
Staffordshire & Stoke-on-Trent Adult Safeguarding Partnership

4.

Review of effectiveness

4.1

The Council has responsibility for conducting, at least annually, a review of the
effectiveness of its governance framework including the system of internal
control.
The review of effectiveness is led by the Head of Governance & Corporate
Services who has responsibility for the development and maintenance of the
Code of Governance. The review is informed by the work of Members, the
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senior officers within the Council and also by comments made by the External
Auditors and other review agencies and inspectorates.
The process that has been applied in maintaining and reviewing the
effectiveness of the governance framework is set out below.
4.2

The Authority - the Head of Governance and the Monitoring Officer, on behalf
of the Council, undertakes reviews of the Council’s governance arrangements
on an ongoing basis. Work to support this includes a self-assessment review
against the Code of Governance, reviews of the Constitution, Financial
Regulations, the Scheme of Delegation and policies, processes and practices
throughout the year. The work on developing the new Code of Governance and
compliance with the Cipfa/SOLACE guidance has identified the following issues:
•
•
•
•

The need to embed values and behaviours across the Council via the
Personal Development Review (PDR) process;
Annual report to Scrutiny Committee on complaints and the lessons learnt;
An Information Governance framework to be set up; and
Production of a formal Annual Report.

4.3

The Executive - the Cabinet monitors the effectiveness of the governance
framework through the consideration of regular performance and financial
management reports. Individual Cabinet members receive regular feedback
from senior officers on the delivery of services and the achievement of objectives
and targets. Issues of strategic and corporate importance are referred to the
Cabinet. There is a formal Shadow Cabinet in place, which receives equal
information to the Cabinet and provides an opportunity to challenge decisions
and how they are made.

4.4

Overview and Scrutiny committees - the Council has 6 Scrutiny Committees
(one for each of the Council’s Strategic Priorities). The Scrutiny Committees
review decisions made by Cabinet and areas of concern. They can “call-in” a
decision that has been made by the Cabinet when they consider the decision is
not in accordance with the Council’s Constitution. The Scrutiny Committees:
(i) determine their own work programme at the beginning of each year and this
includes the provision of updates, briefings and reviews of services/activities;
and
(ii) consider regular performance management
information from senior
management.

4.5

The Audit & Governance Committee - is responsible for overseeing the
Council’s governance arrangements.
The Committee monitors the effectiveness of risk management, reviews
corporate governance issues, the work of Internal Audit and the anti fraud &
corruption arrangements throughout the year. The Audit & Governance
Committee receives quarterly reports on:
•

the work of internal audit in reviewing the systems and processes to ensure
that they are adequate; and
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•

updates on the management of the Council’s strategic risks. A strategic risk
register is in place, which identifies and evaluates the risks faced by the
Council in delivering its objectives. Work is ongoing to review and address
these risks and update the risk register accordingly

4.6

The Standards Committee - is responsible for the ethical framework of the
Council. The Committee works closely with the Monitoring Officer in dealing with
complaints about Members conduct and promoting high standards of conduct.

4.7

Internal Audit – is responsible for reviewing the effectiveness of the Council’s
governance arrangements, including the system of internal control, and reporting
on its adequacy. Internal Audit is a key source of assurance for the Annual
Governance Statement and operates in accordance with the Public Sector
Internal Audit Standards.
Internal Audit reviews the internal control system following an audit plan based
on an assessment of the potential risks for the various systems and procedures.
The work undertaken on the annual audit plan for 2016-17 has been used to
provide an independent view on the adequacy of the governance framework.
In their annual report to the Audit & Governance Committee, the Chief Internal
Auditor has independently assessed the Council’s internal control environment
as being satisfactory overall based on their work during the year. The Chief
Internal Auditor has not identified any issues for inclusion in the Annual
Governance Statement.
Where deficiencies in internal control were identified during reviews, assurance
was provided that these had been or would be resolved in an appropriate
manner. Such cases will continue to be followed-up as part of the routine
operation of the Internal Audit function.

4.8

Risk Management - during 2016/17 the Audit & Governance Committee
received regular progress reports regarding the management of strategic risks.
There is currently 1 red risk for inclusion as a significant governance issue:
•

4.9

Vulnerability of Cannock Chase Council’s financial stability as a result of
public expenditure reductions and changes to the Government’s funding
regime.

Statements of Assurance from Heads of Service - assurances were sought
from the Heads of Service as to the effectiveness of a number of aspects of the
Governance Framework as it operates in their service areas. The following
significant governance issue has been identified:
•
•

Cyber security – ensure that there are adequate arrangements in place to
repel and/or recover from Cyber attacks; and
Information Governance - the need to develop an information governance
framework and ensure compliance with the new General Data Protection
Regulation.
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4.10 Statements of Assurance from the Statutory Officers - assurances have
been sought from the Head of Paid Service (ie Managing Director), the
Monitoring Officer (Head of Law & Administration at SBC) and the s151 Officer
(Head of Finance) with regard to their responsibilities for governance.
•

The Head of Paid Service has overall responsibility for the organisation,
appointment and management of staff.

•

The Chief Financial Officer (s151 Officer) has overall responsibility for the
financial management of the Council. Throughout the year the s151 Officer
ensures that the financial position of the Council is monitored, that
consideration is given to financial implications when taking decisions and
with the support of internal audit that financial processes are complied with.

•

The Monitoring Officer has overall responsibility for:
reporting on matters he/she believes are, or are likely to be, illegal or
amount to maladministration;
matters relating to the conduct of Members and officers; and
the operation of the Council's constitution.

The Statutory Officers have identified the following as significant governance
issues:
•
•
•
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Vulnerability of the Council’s financial stability as a result of reductions in
public expenditure and changes to the Government’s funding regime;
Management capacity to deliver the Council’s Corporate Priorities and
statutory duties; and
The need to develop an information governance framework and ensure
compliance with the new General Data Protection Regulation.

External Audit / Other Review Agencies - during the year the Council received
the following key reports:
(i) Audit Findings (dated September 2016 and reported to Audit & Governance
Committee 27 September 2016); and
(ii) Annual Audit Letter (dated October and reported to Audit & Governance
Committee 30 November 2016).
The reports offered an unqualified opinion on the Council’s financial statements
and its arrangements for value for money and effective use of resources. No
significant concerns were identified.

4.12 Leadership Team – in addition to the individual Heads of Service and Statutory
Officers assurances, the members of Leadership Team have been consulted on
the draft annual governance statement and the significant governance issues
that should be included within it.
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5.

Opinion on the Governance Framework

5.1

The review of the effectiveness of the governance framework show that the
arrangements continue to be fit for purpose and reasonable assurance can
be given that the framework is operating adequately in practice.

5.2

No review can provide absolute assurance; this statement is intended to provide
reasonable assurance that there is an ongoing process for reviewing the
governance framework and it’s operation in practice.

5.3

Whilst the governance framework is considered to be adequate a number of
issues have been identified that need to be addressed to further enhance the
Council’s governance arrangements. These are outlined in section 6 together
with the actions to be taken.

5.4

The Audit & Governance Committee will have responsibility for ensuring the
delivery of the actions needed to improve the Council’s governance framework.
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6.

Significant Governance Issues

6.1

The Council’s key governance issues for the past year and the year ahead are
summarised in the table below together with the actions planned to address
them.

ISSUE & ACTION

OFFICER
RESPONSIBLE

TARGET DATE

Financial Stability
The Council in 2016-17 implemented its
Managing Director
Financial Recovery Plan to deliver a
and Head of
sustainable budget from 2019/20. The plan
Finance
delivered £1.6 million of ongoing savings with
a residual (manageable) shortfall of £0.181
million in 2019/20. The approved budget will
however require the use of £0.508 million and
£0.571 million of working balances in 2017-18
and 2018-19 respectively.

Ongoing

In addition to managing income and
expenditure carefully in each of the years the
implementation of the Mill Green Designer
Outlet Village represents a key budgetary
issue with Business Rates currently budgeted
for in 2019/20. Work is ongoing to address
the underlying shortfall in 2019/20 however
the Medium Term Financial Plan will need to
be carefully monitored to reflect potential
changes to key funding regimes e.g. New
Homes Bonus and Business Rates (100%
retention envisaged for 2019/20) and the
timelines for Mill Green and other business
rates growth within the District.
Management capacity and delivery of the
Council’s corporate priorities and
statutory duties - management capacity has
been reduced further as part of the work on
the Financial Recovery Plan. The situation
will be managed by:
• establishing a clear link between the
management capacity available and the
delivery of the Council’s agreed priorities
via the PDPs; and
• Leadership Team will monitor the situation
on a monthly basis to identify any potential
issues.

Managing Director

Ongoing
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ISSUE & ACTION

OFFICER
RESPONSIBLE

TARGET DATE

A review of the Financial Regulations is due
to be completed.

Head of Finance

October 2017

Employees’ Code of Conduct and
Embedding Values

Head of Human
Resources, Head
of Law &
Administration and
Head of
Governance &
Corporate
Services

March 2018

Head of
Governance &
Corporate
Services

March 2018

Financial Regulations

This has not been reviewed for some years
and needs to be updated. Values need to be
incorporated into the Employees Code of
Conduct and embedded into the Personal
Development Review Process.
Information Governance
An information governance framework is to
be established under the direction of a
nominated SIRO. This will include a review of
the existing arrangements for Data Protection
and Freedom of Information.
Cyber Security
With the rise in cyber attacks nationally, it is
planned to:

Head of
Technology

•

Procurement of replacement web filtering
system

December 2018

•

Procurement of replacement email
filtering system

December 2018

•

Review additional anti-malware system

On going 3
monthly review

•

Provide awareness and training for users
(Members and Employees)

October 2017

Annual Report
Development and publication of an Annual
Report

Head of
Governance &
Corporate
Services

September
2017

Managing Director

December 2017

Complaints Reporting
To refresh the Council’s complaints policy
and as part of this, to provide an annual
report on complaints and lessons learnt
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Signed:
……………………………………………………

…………………………

Chair of the Audit & Governance Committee

Date

……………………………………………………

…………………………

Leader of the Council

Date

……………………………………………………

…………………………

Managing Director

Date

on behalf of Cannock Chase District Council
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Appendix 3
PROGRESS REPORT AS AT 31 MARCH 2017
ON THE SIGNIFICANT GOVERNANCE ISSUES
FROM THE ANNUAL GOVERNANCE STATEMENT FOR 2015-16
No

1.

Issue & Action

Lead Officer & Timescale

Budgetary Issues

Managing Director and Head
of Finance

The Council is facing a budget
deficit in 2017-18 and 2018-19
arising from the Comprehensive
Spending Review (CSR) and the
loss of business rates arising from
the closure of Rugeley Power
Station.
Work is ongoing to address this
including progressing a
transitional funding request,
evaluating government
consultation responses and
determining and implementing a
Financial Recovery Plan.

December 2016

Progress/Comments

Work on the development of the
Financial Recovery Plan which identified
savings options has been completed and
a 3 year balanced budget was agreed by
Council in February 2017.
Considerable effort is being made on
economic development schemes that
would increase business rates income to
mitigate the impact of the closure of
Rugeley Power Station eg Kingswood
Lakeside OPUS scheme, Mill Green
Designer Outlet Village. A longer term
plan is being developed to regenerate
the power station site in the next 3-5
years which will generate further
business rates and council tax revenues.

Status
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No

2.

Issue & Action

Lead Officer & Timescale

Management capacity and the
Managing Director
Council’s strategic priorities December 2016
this will be managed by
establishing a clear link between
the management capacity
available and the delivery of the
Council’s agreed priorities. If
management capacity has to be
reduced further, it has to be linked
to agreement on what priorities /
services are no longer going to be
delivered by the Council. This is
linked to work on the Financial
Recovery Plan.

Progress/Comments

As part of the Financial Recovery Plan
process, a revised management
structure has been agreed. Whilst this
has reduced capacity further a number
of changes have been made to mitigate
the impact of the reduced capacity.
All of the savings options identified as
part of the Financial Recovery Plan
process identify the impact that they will
have on service delivery.
The Priority Delivery Plans developed for
2017-18 take into account the reduced
level of capacity to deliver projects but
there remains a significant risk that the
reduced management capacity will
impact on the delivery of these corporate
priorities. The organisation’s
management capacity is at a minimum
level and the capacity to cope with
unexpected, unplanned events is low.

Status
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No

3.

Issue & Action

Lead Officer & Timescale

Public Service Reductions in
the district of Cannock Chase

Managing Director

Actions include:

Ongoing

• active approach to consultation
on service changes;
• understanding and identifying
the impact across the district
as a whole; and
• working more closely with
partners.

4.

Housing & Planning Act

Head of Housing & Waste
Implementation of proposals from Management
the Housing & Planning Act 2016
and the impact on viability/funding
Timescale to be determined
of the Council’s HRA due to the
new government housing policies:
•
•
•
•
•

Pay to Stay
Starter Homes
Fixed Term Tenancies
Section 106 Dispute Resolution
Disposal
of
High
Value
Properties

Policies and Procedures to be
developed as required.

Progress/Comments

The Cabinet has considered and
responded to various consultations on
public sector service reductions. Of
particular concern are the proposals
from Staffordshire County Council to
effect significant reductions in Public
Health budgets especially for Drug and
Alcohol service. Agreement has been
reached to invest locally and at the
Edward Myers Unit in certain drug and
alcohol interventions that partly mitigate
the overall 50% reduction in the
countywide drug and alcohol budget.
The Government announced in 2016
that the Pay to Stay Policy would not be
compulsory for Councils to implement.
There has been no further guidance from
the Government on the roll out of:•

Starter Homes

•

Fixed Term Tenancies

•

Section 106 Dispute Resolution

•

Disposal of High Value Empty
Properties

Status
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No

5.

6.

Issue & Action

Lead Officer & Timescale

Progress/Comments

Financial Regulations

Head of Finance

Now that the Procurement
Regulations have been approved
the review of the Financial
Regulations can be completed.

October 2016

Code of Governance

Head of Governance

This is out of date (due to
changes in the senior
management structure).

September 2016

A new Code of Governance has been
drafted.

Head of Human Resources,
Head of Law &
Administration and Head of
Governance

Work on the revised Code of Conduct
has not been progressed due to other
work taking priority, primarily work on the
Financial Recovery Plan.

November 2016

It is now planned to commence work on
this in 2017/18.

A full review of the Financial Regulations
has commenced but was put on hold
whilst work was being undertaken on the
FRP process. The review will now be
completed in 2017-18.

The new Cipfa/SOLACE Code of
Governance is due out in April.
The Council’s Code will be
updated following this.
7.

Employees’ Code of Conduct
This has not been reviewed for
some years and needs to be
updated. Now the review of
Values has been completed,
these will be incorporated into the
Employees Code of Conduct.

Status
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No

8.

Issue & Action

Lead Officer & Timescale

Progress/Comments

Information Governance – an
information governance
framework is to be established
under the direction of a nominated
SIRO. This will include:
(i)

a review of the existing
arrangements for Data
Protection

Head of Environmental
Health - October 2016

The review of the policy has been
completed.

(ii)

an IT Strategy; and

Head of Technology September 2016

An IT Strategy has been drafted

Head of Environmental
Health - October 2016

This is on hold pending discussions
about a possible shared service for
Information Governance.

(iii) establishing an information
governance framework.

KEY TO STATUS INDICATORS:
STATUS

DESCRIPTION
The action is making significant progress towards completion or has been completed
The action is making some progress towards being completed
Work has not commenced on the action

Status
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Annex 1
GOVERNANCE FRAMEWORK
Principle 1

Principle 2

Principle 3

Principle 4

Principle 5

Principle 6

Integrity &
Ethics

Openness &
Engagement

Vision &
Outcomes

Capacity &
Capability

Risk, Control,
Performance &
Finance

Assurance &
Accountability

• Schedule of
Council meetings
• Council
agendas, reports
and minutes of
meetings
• Freedom of
Information
Scheme
• Communications
Strategy
• Consultation &
Engagement
Strategy

• Corporate Plan
• Priority Delivery
Plans
• Service Plans

• Risk Management
Policy & Strategy
• Strategic Risk
Register
• Project Risk
Registers
• Financial
Regulations
• Budget & MTFS
• Budget reports
• Performance
Reports
• Procurement
Regulations
• HR Policies &
Procedures
• H&S Policies
• Audit Plan
• Audit Reports
• ICT Policies
• Data Protection
Policy
• Treasury
Management Policy
• Safeguarding Policy
• S151 Officer

• Code of
Governance
• Annual Governance
Statement (AGS)
• Annual Internal
Audit Report
• Annual External
Audit Letter
• Statement of
Accounts
• Council Tax Leaflet
• Pay Policy
Statement
• Performance
Reports
• Scrutiny
Committees
• Internal Audit
• External Audit
• Compliments &

• Values &
Behaviours
• Code of Conduct
for Members
• Code of Conduct
for Employees
• Declarations of
Interests
• Gifts &
Hospitality
Registers
• Confidential
Reporting Policy
• Anti-Fraud &
Bribery Policy
• Member &
Officer Protocol
• Standards
Committee
• Monitoring
Officer
• Monitoring
Officer Protocol
• Legal advice in
Committee
reports

• Constitution
• Scheme of
Delegations
• Induction
Programmes
• Personal
Development
Reviews
• Training
• Head of Paid
Service
• Partnership
Working
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Portfolio Leader:
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Report Track:

Head of Finance
Bob Kean
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Leader of the
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No
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AUDIT & GOVERNANCE COMMITTEE
27 JUNE 2017
ANNUAL TREASURY MANAGEMENT REPORT 2016/17

1

Purpose of Report

1.1

To update Members on treasury management activity and performance during
the 2016/17 financial year.

2

Recommendations

2.1

To note the annual treasury management report for 2016/17

2.2

To approve the actual 2016/17 prudential and treasury indicators as set out in
Appendix 1.

3

Key Issues and Reasons for Recommendation

3.1

Treasury management activity and performance during the 2016/17 financial
year.

4

Relationship to Corporate Priorities

4.1

Treasury management and investment activity link in with all of the Council’s
priorities and spending plans.

5

Report Detail
Background

5.1

The Council is required by regulations issued under the Local Government Act
2003 to produce an annual treasury management review of activities and the
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actual prudential and treasury indicators for 2016/17. This report meets the
requirements of both the CIPFA Code of Practice on Treasury Management (the
Code) and the CIPFA Prudential Code for Capital Finance in Local Authorities
(the Prudential Code).
5.2

During 2016/17 the minimum reporting requirements were that the full Council
should receive the following reports:•
•
•

an annual treasury strategy in advance of the year (Council –
16 February 2016);
a mid year treasury update report ;
an annual review following the end of the year describing the activity
compared to the strategy (this report).

5.3

No mid year treasury report was submitted in 2016/17 however a review of
Borrowing Requirements/Minimum Revenue Provision was undertaken as part
of the Financial recovery plan and an amendment to the MRP policy was made
as part of the 2017/18 Treasury Management strategy.

5.4

The regulatory environment places responsibility on members for the review
and scrutiny of treasury management policy and activities. This report is
therefore important in that respect, as it provides details of the outturn position
for treasury activities and highlights compliance with the Council’s policies
previously approved by members.

5.5

The Council has complied with the requirement under the Code to give prior
scrutiny to the above treasury management reports by the Audit and
Governance Committee before they were reported to the full Council.
The Economy and Interest Rates

5.6

The two major landmark events that had a significant influence on financial
markets in the 2016-17 financial year were the UK EU referendum on 23 June
and the election of President Trump in the USA on 9 November. The first event
had an immediate impact in terms of market expectations of when the first
increase in Bank Rate would happen, pushing it back from quarter 3 2018 to
quarter 4 2019. At its 4 August meeting, the Monetary Policy Committee (MPC)
cut Bank Rate from 0.5% to 0.25% and the Bank of England’s Inflation Report
produced forecasts warning of a major shock to economic activity in the UK,
which would cause economic growth to fall almost to zero in the second half of
2016. The MPC also warned that it would be considering cutting Bank Rate
again towards the end of 2016 in order to support growth. In addition, it restarted
quantitative easing with purchases of £60bn of gilts and £10bn of corporate
bonds, and also introduced the Term Funding Scheme whereby potentially
£100bn of cheap financing was made available to banks.

5.7

In the second half of 2016, the UK economy confounded the Bank’s pessimistic
forecasts of August. After a disappointing quarter 1 of only +0.2% GDP growth,
the three subsequent quarters of 2016 came in at +0.6%, +0.5% and +0.7% to
produce an annual growth for 2016 overall, compared to 2015, of no less than
1.8%, which was very nearly the fastest rate of growth of any of the G7
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countries. Needless to say, this meant that the MPC did not cut Bank Rate again
after August but, since then, inflation has risen rapidly due to the effects of the
sharp devaluation of sterling after the referendum
Overall Treasury Position as at 31 March 2017
5.8

At the beginning and the end of 2016/17 the Council‘s treasury position was as
follows:
31 March
2016
Principal

Rate/
Return

Total debt (PWLB)

£85.0m

4.15%

38.1

CFR
Over / (under)
borrowing

£96.4m

-

(£11.4m)

Total investments
Net debt

TABLE 1

Average 31 March
Life
2017
Years
Principal

Rate/
Return

Average
Life
Years

£84.2m

4.18%

38.4

-

£95.8m

-

-

-

-

(£11.6m)

-

-

£12.4m

0.65%

0.34

£18.6m

0.57

0.36

£72.6m

-

-

£65.6m

-

-

Strategy for 2016/17
5.9

The expectation for interest rates within the treasury management strategy for
2016/17 anticipated low but rising Bank Rate, and gradual rises in medium and
longer term fixed borrowing rates during 2016/17. Variable, or short-term rates,
were expected to be the cheaper form of borrowing over the period. Continued
uncertainty in the aftermath of the 2008 financial crisis promoted a cautious
approach, whereby investments would continue to be dominated by low
counterparty risk considerations, resulting in relatively low returns compared to
borrowing rates.

5.10

In this scenario, the treasury strategy was to postpone borrowing to avoid the
cost of holding higher levels of investments and to reduce counterparty risk.

5.11

During 2016/17 there was major volatility in PWLB rates with rates falling during
quarters 1 and 2 to reach historically very low levels in July and August, before
rising significantly during quarter 3, and then partially easing back towards the
end of the year.
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Borrowing Requirement
5.12

The Council’s underlying need to borrow to finance capital expenditure is termed
the Capital Financing Requirement (CFR).

Capital Financing Requirement

31 March
2016
Actual
£96.419m

31 March
2017
Budget
£96.784m

31 March
2017
Actual
£95.769m

Borrowing Rates in 2016/17
5.13

PWLB borrowing rates - the graph below shows how PWLB certainty rates
have fallen to historically very low levels during the year.

Borrowing Outturn for 2016/17
5.14

Borrowing – Due to investment concerns, both counterparty risk and low
investment returns, no borrowing was undertaken during the year.
Investment Rates in 2016/17

5.15

After the EU referendum, Bank Rate was cut from 0.5% to 0.25% on 4 August
and remained at that level for the rest of the year. Market expectations as to the
timing of the start of monetary tightening started the year at quarter 3 2018, but
then moved back to around the end of 2019 in early August before finishing the
year back at quarter 3 2018. Deposit rates continued into the start of 2016/17
at previous depressed levels but then fell during the first two quarters and fell
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even further after the 4 August MPC meeting resulted in a large tranche of
cheap financing being made available to the banking sector by the Bank of
England. Rates made a weak recovery towards the end of 2016 but then fell to
fresh lows in March 2017.

Apr 2016 - Mar 2017 Bank Rate vs LIBID rates %
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0.00

Bank Rate

7 day
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12 mth

Investment Outturn for 2016/17
5.16

Investment Policy - the Council’s investment policy is governed by CLG
guidance, which was been implemented in the annual investment strategy
approved by the Council on 16 February 2016. This policy sets out the
approach for choosing investment counterparties, and is based on credit ratings
provided by the three main credit rating agencies supplemented by additional
market data (such as rating outlooks, credit default swaps, bank share prices
etc.).

5.20

The investment activity during the year conformed to the approved strategy, and
the Council had no liquidity difficulties.
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5.21

Investments as at 31 March 2017 -The Council’s investments as at 31 March
2017 are set out in the table below:
Counterparty

Start
Date

Barclays Bank plc
Standard Life (MMF)
Federated Prime Rate
Santander
Toronto Dominion
Helaba
Bank of Scotland plc
TOTAL
5.22

Maturity

Call
Call
Call
95 day notice account
12/05/16
11/05/17
16/11/16
16/11/17
14/03/17
13/09/17

Value (£)
500,000
4,600,000
2,700,000
4,000,000
2,000,000
2,500,000
2,276,000
18,576,000

Rate
%
0.05
0.2862
0.2210
0.65
0.87
0.67
0.60
0.50

The chart below illustrates the movement in the level of investments held by the
Council at each month end during the year. The peak in year was £28.9 million
and the average balance for the year was £20.4 million.

Average Invest. Balances 2016-17
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5.23

The funds earned an average rate of return for the year of 0.57%. The
comparable performance indicator is the average 3 month London Interbank rate
(LIBID), which was 0.32%. The Council’s performance exceeds the benchmark
by some margin and is a reflection of the success of the strategy of investing a
high proportion of the portfolio with UK and European banks offering good rates
for fixed term deposits of 6 months and one year.

5.24

Overall investment earnings for the year totalled £153,000.
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6

Implications

6.1

Financial
The financial implications have been referred to throughout the report.

6.2

Legal
The legal implications have been referred to throughout the report.

6.3

Human Resources
There are no human resource implications arising from this report.

6.4

Section 17 (Crime Prevention)
There are no implications arising from this report.

6.5

Human Rights Act
There are no identified implications in respect of the Human Rights Act 1998
arising from this report.

6.6

Data Protection
There are no implications arising from this report.

6.7

Risk Management
Treasury management is a high risk area due to the large amounts of money
dealt with on a daily basis. However, the Council has a Treasury Policy and
Strategy in place which is approved each year for the following 12 months. The
Council also has advice on investment and lending from the leading company in
the field and has instituted a strict control and delegation of duties regime which
reduces risk to a minimum.

6.8

Equality & Diversity
There are no identified implications arising form this report.

6.9

Best Value
The strategy ensures that best value is provided to the Council.
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7

Appendices to the Report

Appendix 1:

2016-17 Prudential and Treasury Indicators

Previous Consideration
None
Background Papers
Available in Financial Services.
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Appendix 1
1. PRUDENTIAL INDICATORS

2015/16

2016/17

2016/17

actual

estimate

actual

£'000

£'000

£'000

Capital Expenditure

17,335

16,340

12,207

3.2%

4.0%

3.9%

Gross debt

85,005

86,280

84,205

Capital Financing Requirement as at 31 March

96,419

96,784

95,769

108,082

108,284

108,284

Operational Boundary for external debt

96,582

96,784

96,784

Actual external debt

85,005

86,280

84,205

100%

100%

100%

75%

75%

75%

£10 million £10 million

£10 million

Ratio of financing costs to net revenue stream (GF)

2. TREASURY MANAGEMENT INDICATORS
Authorised Limit for external debt -

Upper limit for fixed interest rate exposure
Upper limit for variable rate exposure
Upper limit for total principal sums invested for over
364 days

Maturity structure of fixed rate borrowing during 2016/17

upper limit

lower limit

under 12 months

100%

0%

12 months and within 24 months

100%

0%

24 months and within 5 years

100%

0%

5 years and within 10 years

100%

0%

10 years and above

100%

0%
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Audit and Governance Committee progress report and update – Cannock Chase District Council
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The contents of this report relate only to the matters which have come to our attention, which we believe need to be
reported to you as part of our audit process. It is not a comprehensive record of all the relevant matters, which may
be subject to change, and in particular we cannot be held responsible to you for reporting all of the risks which may
affect your business or any weaknesses in your internal controls. This report has been prepared solely for your
benefit and should not be quoted in whole or in part without our prior written consent. We do not accept any
responsibility for any loss occasioned to any third party acting, or refraining from acting on the basis of the content
of this report, as this report was not prepared for, nor intended for, any other purpose.

© 2017 Grant Thornton UK LLP. All rights reserved.
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Audit and Governance Committee progress report and update – Cannock Chase District Council
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Introduction
This paper provides the Audit and Governance
Committee with a report on progress in delivering our
responsibilities as your external auditors.
Members of the Audit and Governance Committee can find further useful material on our website www.grant-thornton.co.uk,
where we have a section dedicated to our work in the public sector. Here you can download copies of our publications and
articles, including the reports mentioned in this update along with other items:
• CFO Insights – reviewing council's 2015/16 spend (December 2016); http://www.grantthornton.co.uk/en/insights/cfoinsights-reviewing-councils-201516-spend/
• Fraud risk, 'adequate procedures', and local authorities (December 2016);
http://www.grantthornton.co.uk/en/insights/fraud-risk-adequate-procedures-and-local-authorities/
• Brexit and local government; (April 2017) http://www.grantthornton.co.uk/en/insights/a-global-britain-needs-morelocal-government-not-less/ and (December 2016) http://www.grantthornton.co.uk/en/insights/brexit-local-government-transitioning-successfully/
If you would like further information on any items in this briefing, or would like to register with Grant Thornton to receive
regular email updates on issues that are of interest to you, please contact either your Engagement Lead or Engagement
Manager.
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Progress at 15 June 2017
2016/17 work

Progress

Comments

Fee Letter
We are required to issue a 'Planned fee letter for 2016/17' by the end of
April 2016

Issued April 2016

This was presented to the Audit and Governance Committee in March.

Accounts Audit Plan
We are required to issue a detailed accounts audit plan to the Council
setting out our proposed approach in order to give an opinion on the
Council's 2016/17 financial statements.

We have also recently issued the fee letter for 2017/18, with no change to the
fee proposed. This is reported to this meeting of the Audit and Governance
committee.

Issued March 2017

We reported audit findings from our first block of fieldwork in our Audit Plan in
March. We noted an error identified in our early testing in relation to levy
payments made to the County Council. We have concluded that the nature of
this error was isolated and therefore our response to address the risk of a
similar issue occurring is as follows:

Interim accounts audit
Our interim fieldwork visit plan included:
• updated review of the Council's control environment
• updated understanding of financial systems
• review of Internal Audit reports on core financial systems
• early work on emerging accounting issues
• early substantive testing
• Value for Money conclusion risk assessment.
Completed March
2017

•

Identify similar payments made in the period and test substantively

•

Review authorisation controls in place at the Council

•

Review the subsequent reconciliation procedures in place and ensure the
error was amended accordingly.

We will report our conclusion in our audit findings report in September 2017.
As part of our formal communication between auditors and the Council's Audit
and Governance Committee, as 'those charged with governance' we prepare a
specific report which covers some important areas of the auditor risk
assessment where we are required to make inquiries of management and the
Audit Committee under auditing standards. This was also presented to the Audit
and Governance Committee in March.

© 2017 Grant Thornton UK LLP. All rights reserved.
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ITEM NO. 9.5

Progress at 15 June 2017
2016/17 work

Progress

Final accounts audit
Including:
• audit of the 2016/17 financial statements
• proposed opinion on the Council's accounts
• proposed Value for Money conclusion
• review of the Council's disclosures in the consolidated accounts against
the Code of Practice on Local Authority Accounting in the United
Kingdom 2016/17

Planned for July

Comments
We are planning to complete our fieldwork and report our findings to
management by the end of July as part of the transition to the earlier closedown
and audit cycle that is required from 2018.
To help the Council prepare appropriate evidence to support the financial
statements, we have provided a schedule of the working papers that we expect
and discussed the implications of emerging accounting matters with finance
staff.
The Audit and Governance Committee is to meet to approve the financial
statements and to consider our Audit Findings Report on 19 September. This is
well in advance of the deadline of 30 September 2017.

Value for Money (VfM) conclusion
The scope of our work is unchanged to 2015/16 and is set out in the final
guidance issued by the National Audit Office in November 2015. The Code
requires auditors to satisfy themselves that; "the Council has made proper
arrangements for securing economy, efficiency and effectiveness in its use
of resources".
The guidance confirmed the overall criterion as; "in all significant respects,
the audited body had proper arrangements to ensure it took properly
informed decisions and deployed resources to achieve planned and
sustainable outcomes for taxpayers and local people".
The three sub criteria for assessment to be able to give a conclusion overall
are:
• Informed decision making
• Sustainable resource deployment
• Working with partners and other third parties

© 2017 Grant Thornton UK LLP. All rights reserved.

Planned for July

We set out the result of our risk assessment and the proposed focus of our work
in our audit plan in March.
We have substantially completed our detailed procedures and will keep abreast
of any emerging issues to sign off date. The results of our VfM audit work and
the key messages arising will be reported in our Audit Findings Report.
We will include our conclusion as part of our report on your financial statements.
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Telling the story – Changes in
2016/17 CIPFA Code
CIPFA has been working on the 'Telling the Story'
project, which aims to streamline the financial
statements and improve accessibility to the user. This
has resulted in changes to CIPFA's 2016/17 Code of
Practice on Local Authority Accounting in the United
Kingdom ('the Code').
The main changes affect the presentation of the
Comprehensive Income and Expenditure Statement
('CIES'), the Movement in Reserves Statement ('MIRS')
and segmental reporting disclosures. A new Expenditure
and Funding Analysis has been introduced.
The key changes are:
•
the cost of services in the CIES is to be reported
on basis of the local authority's organisational
structure rather than the Service Reporting Code
of Practice (SERCOP) headings
•
an 'Expenditure & Funding Analysis' note to the
financial statements provides a reconciliation
between the way local authorities are funded and
the accounting measures of financial performance
in the CIES
•
the changes will remove some of the complexities
of the current segmental note
•
other changes to streamline the current MIRS
providing options to report Total Comprehensive
Income and Expenditure (previously shown as
Surplus and Deficit on the Provision of Services
and Other Comprehensive Income and
Expenditure lines) and removal of earmarked
reserves columns.
© 2017 Grant Thornton UK LLP. All rights reserved.

Delivering Good Governance

Technical
Techn
nical Matters
Matters
tters

In April 2016, CIPFA and SOLACE published
'Delivering Good Governance in Local Government:
Framework (2016)' and this applies to annual governance
statements prepared for the 2016/17 financial year. The
key focus of the framework is on sustainability –
economic, social and environmental – and the need to
focus on the longer term and the impact actions may
have on future generations.
Local authorities should be:
•
reviewing existing governance arrangements against
the principles set out in the Framework
•
developing and maintaining an up-to-date local
code of governance, including arrangements for
ensuring on-going effectiveness
•
reporting publicly on compliance with their own
code on an annual basis and on how they have
monitored the effectiveness of their governance
arrangements in the year and on planned changes.
The framework applies to all parts of local government
and its partnerships and should be applied using the spirit
and ethos of the Framework rather than just rules and
procedures
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Pooling of LGPS
From 1 April 2018 £200bn of assets from 90 LGPS funds
across England and Wales will be merged into six
‘British Wealth Funds’. By pooling investment, costs can be
reduced through economies of scale and through sharing of
expertise, while the schemes can maintain overall investment
performance. Pension funds will continue to be managed and
maintained by the separate administering authorities. The
selection of fund managers will be made by the investment
pool operator on behalf of a pool of co-operating
administrative authorities, while individual investment
strategies, including asset allocation, will remain the
responsibility of the individual administrative authority.
Potentially eight pools are to be established across the country
with total assets ranging from £13bn in both the LPP and
Wales pool, to £36bn in the Border to Coast pool. It is
expected that assets will be transferred to the pools as soon as
practicable after 1 April 2018.

National
Nation
nal developments
devvelopments
lopmen
Governance arrangements
There is no mandatory membership of oversight
structures. It is for each pool to develop the proposals
they consider appropriate. The majority of decision
making remains at the local level and therefore the
involvement of local pension boards in those areas would
not change. Scheme managers should consider how best
to involve their pension boards in ensuring the effective
implementation of investment and responsible investment
strategies by pools, which could include representation on
oversight structures.
CIPFA in the recent article Clear pools: the future of the
LGPS highlights the need for good governance
particularly in view of the complex web of stakeholders
involved in investment pooling. Robust governance will
be vital to ensuring a smooth transition and continuing
operation of the funds

The CIPFA article is available at:
Link: http://www.cipfa.org/cipfathinks/cipfa-thinks-articles/clearpools-the-future-of-the-lgps?

Tasks to be completed by April 2018 include:
•
•
•
•
•
•
•

creating legal structures for pools
transferring staff
creating supervisory boards/ committees
obtaining FCA authorisations
appointing providers
assessing MiFID II implications
determining pool structures for each asset type

The funds themselves will retain responsibility for:
• investment strategy
• asset allocation
• having a responsible investment strategy
• reporting to employers and members
© 2017 Grant Thornton UK LLP. All rights reserved.

typical structure of
LGPS Pool
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Fixing our broken housing market
DCLG published its housing White Paper on 7 February
2017. It opens with the statement:
“The housing market in this country is broken, and the
cause is very simple: for too long, we haven’t built enough
homes.”
It goes on to summarise three key challenges in the
housing market.
1. Over 40 per cent of local planning authorities do not
have a plan that meets the projected growth in
households in their area.
2. The pace of development is too slow. There is a large
gap between permissions granted and new homes
built. More than a third of new homes that were
granted planning permission between 2010/11 and
2015/16 have yet to be built.
3. The structure of the housing market makes it harder
to increase supply. Housing associations have been
doing well – they’re behind around a third of all new
housing completed over the past five years – but the
commercial developers still dominate the market.
The proposals in the White Paper set out how the
Government intends to boost housing supply and, over
the long term, create a more efficient housing market
whose outcomes more closely match the needs and
aspirations of all households and which supports wider
economic prosperity.
It states that the challenge of increasing housing supply
cannot be met by the government acting alone and
summarises how the government will work with local
authorities, private developers, local communities, housing
associations and not for profit developers, lenders, and
utility companies and infrastructure providers.
© 2017 Grant Thornton UK LLP. All rights reserved.

For local authorities, the government is:
• offering higher fees and new capacity funding to
develop planning departments, simplified planmaking, and more funding for infrastructure;
• will make it easier for local authorities to take action
against those who do not build out once permissions
have been granted; and
• is interested in the scope for bespoke housing deals to
make the most of local innovation.
The government is looking to local authorities to be as
ambitious and innovative as possible to get homes built
in their area. It is asking all local authorities to:
• develop an up-to-date plan with their communities
that meets their housing requirement (or, if that is not
possible, to work with neighbouring authorities to
ensure it is met);
• decide applications for development promptly; and
• ensure the homes they have planned for are built out
on time.
The White Paper states that it is crucial that local
authorities hold up their end of the bargain. It goes on to
say that where local authorities are not making sufficient
progress on producing or reviewing their plans, the
Government will intervene. It also notes that where the
number of homes being built is below expectations, the
new housing delivery test will ensure that action is taken.
The White Paper goes on to consider in more detail:
• Planning for the right homes in the right places
• Building homes faster
• Diversifying the market
• Helping people now

National developments

•

Have members been
briefed on the White Paper
and the implications for
your statutory housing
function?

Consultation on the White Paper recently closed
on 2 May 2017.
The White Paper is available at:
https://www.gov.uk/government/uploads/syste
m/uploads/attachment_data/file/590464/Fixing
_our_broken_housing_market__print_ready_version.pdf
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Income generation
This report shares the insights into how
and why local authorities are reviewing
and developing their approach to income
generation.
Local government is under immense financial pressure to
do more with less. The 2015/16 spending review is forecast
to result in a £13 billion funding hole by 2020 that
requires With further funding deficits still looming, income
generation is increasingly an essential part of the solution to
providing sustainable local services, alongside managing
demand reduction and cost efficiency of service delivery.
Local leaders are ready to be more commercial, and our
report gives them the tools to maximise their ability to
generate income and develop their income generation
strategies by providing the following:
• Case study examples
• Local authority spend analysis, Councils’ business case
for change - Amidst financial pressures, councils must
generate income to keep delivering the best services for
their area.

• Examples of innovative financial mechanisms , learning
from innovative income generation practices Innovation is key to addressing the public sector’s
challenges and making the most of the available
opportunities.
• Critical success factors to consider - Local authorities
have opportunities to generate additional income in
many ways. However, understanding the needs of the
area and the capabilities of their authority to ensure they
select the most suitable option is key.
© 2017 Grant Thornton UK LLP. All rights reserved.
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• the ideal scenario to commercialise is investing tto
o ea
earn
rn
with a financial and social return. Councils are now
striving to generate income in way which achieves
multiple strategic outcomes for the same spend;
examining options to balance budgets while
simultaneously boosting growth, supporting vulnerable
communities and protecting the environment.
• stronger commercialisation offers real potential for
councils to meet revenue and strategic challenges for
2020 onwards. Whilst there are examples of good
practice and innovation, this opportunity is not being
fully exploited across the sector due to an absence of a
holistic and integrated approach to corporate strategy
development (a common vision for success,
understanding current performance, selecting
appropriate new opportunities, the capacity and culture
to deliver change).
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Apprentice Levy-Are you prepared?
Grant Thorn
Thornton
nton
on upda
update
What is the levy?
The UK has been struggling on productivity, now estimated to
be 20% behind the G7 average. Developing apprenticeships is
set to play a key part in tackling this and bridging the skills gap.
Announced by government in July 2015, the levy is to
encourage employers to offer apprenticeships in meeting their
skill, workforce and training needs, developing talent internally.
The levy is designed to give more control to employers,
through direct access to training funds and creation of
apprenticeships through the Trailblazer process.
What is the levy?
From April 2017, the way the government funds
apprenticeships in England has changed. Some employers are
required to pay a new apprenticeship levy, and there are
changes to the funding for apprenticeship training for all
employers.
All employers will receive an allowance of £15,000 to offset
against payment of the levy. This effectively means that the
levy will only be payable on paybill in excess of £3 million per
year.
The levy will be payable through Pay As You Earn (PAYE)
and will be payable alongside income tax and National
Insurance.
Each employer will receive one allowance to offset against their
levy payment. There will be a connected persons rule, similar
the Employment Allowance connected persons rule, so
employers who operate multiple payrolls will only be able to
claim one allowance.
Employers in England are also able to get 'more out than they
put in', through an additional government top-up of 10% to
their levy contribution.
© 2017 Grant Thornton UK LLP. All rights reserved.
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Training can be designed to suit the needs of your organisation
and the requirements of the individual in that role, in addition to
specified training for that apprenticeship. Training providers must
all be registered with the Skills Funding Agency (SFA).
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